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Lé&i noi dau

TCVN SO 22301:2018 hoan toan twong duwong véi
1SO 22301:2012;

TCVN ISO 22301:2018 do Ban ky thuat Tiéu chuan Quéc gia
TCVN/176 Quédn Iy chét lwong va Dam bdo chét lwong
bién soan, Téng cuc Tiéu chudn Bo lwdng Chét lweng
@2 nghi, B Khoa hoc va Cang nghé cong bé.

TCVN ISO 22301:2018
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Lot gidi thiéu

0.1 Khai quat

Tiéu chudn nay quy dinh cac yéu cu déi véi vidc
thiét [ap va quan ly hé théng quén ly kinh doanh
lién tuc (BCMS) mét cach higu lyc.

BCMS nhén manh tam quan trong cila:

viéc hidu nhu cdu ciia tb chirc va sy cin thiét
dbi voi viéc thiét 1ap chinh sach va myc tigu
quan ly kinh doanh lién tyc,

&p dung va trién khai cac kiém soat va bién
phap dé quan Iy kha nang téng thé cta tb chirc
nh&m quan ly c4c sy b gian doan,

theo déi va xem xét két qua thwe hién va hiéu
Iwc clia BCMS, va

cdi tién lién tyc dwa trén do ltdmg khach quan.

BCMS cling giéng nhw cac hé théng quan Iy khac
¢6 céc thanh phén chinh sau:

3)
b)

c)

d)

e) qua trinh quan Iy kinh doanh lién tuc bat ky

chinh sach;

con ngudi véi cac trach nhiém xac dinh;
cac qud trinh quan ly lién quan dén

1) chinh séch,

2} hoach djnh,

3) 4p dung va trién khai,

4) danh gia két qua thire hién,

5) xem xét clia 1anh dao, va

B) caitién;

hé théng tai ligu cung cip béng chirng co thé
danh gia dugc; va

Introduction

0.1 General

This Intemational Standard specifies requirements

for setting up and managing an effective Business
Continuity Management System (BCMS).

A BCMS emphasizes the importance of

understanding the organization's needs and
the necessity for establishing business

continuity management policy and objectives,

implementing and operating controls and
measures for managing an organization's
overall

capabilty to manage disruptive

incidents,

monitoring and reviewing the performance and
effectiveness of the BCMS, and

continual improvement based on objective
measurement.

A BCMS, like any other management system, has

the following key components:

a) apolicy;
b) people with defined responsibilities;
c) management processes relating to
1) policy,
2) planning,
3) implementation and operation,
4) performance assessment,
5) management review, and
6) improvement;
auditable

d) documentation providing

evidence; and

e) any business continuity management



lién quan dén tb chirc.

Kinh doanh lién tuc dong gép cho mdt xa hdi ¢b
kha nang thich (rng cao hon. Céng déng Ién hon
va tac dong clia mdi trwdng cla & chirc toi to
chire I6n hon va vi vay nhitng td chirc khac co thé
cAn tham gia vao qu4 trinh phyc héi.

0.2 M hinh Hoach dinh — Thyc hién ~ Kiém tra
— Hanh dong (PDCA)

Tiéu chudn ndy 4p dyng mé hinh Hoach dinh —
Thyc hign — Kiém tra — Hanh dgng (PDCA) cho
viéc hoach dinh, thiét 1ap, 4p dung, trién khai, theo
doi, xem xét, duy trl va cdi tién fién tuc hidu fvc
ctia BCMS ctia td chic.

Didu nay dam bdo mirc 8 nhét quan voi céc tiéu
chudn khac vé& hé thdng quan Iy nhw TCVN ISO
9001 Hé théng quén Iy chat leong, TCUN ISO
14001 H¢ théng quan Iy méi trwong, TCVN
ISO/IEC 27001 Hé théng quén ly an ninh théng
tin, ISO/IEC 20000-1 Cdng nghé théng tin — Quan
Iy dich vy va TCVN ISO 28000 Quy djnh déi véi
hé théng quan Iy an toan chudi cung tng, do do
hé tro viéc ap dung va trién khai nhat quén va tich
hop v6i cac hé thdng quan ly khéc c6 lién quan.

Hinh 1 minh hoa cach thirc BCMS dwa cac bén
quan tam, cac yéu ciu dbi voi quan Iy tinh lién tuc
thanh cac dau vao va thong qua cac hanh déng va
qua trinh ¢&n thiét tao ra két qua dau ra 1a tinh lién
tuc (nghia la tinh lién tuc trong kinh doanh dwoc
quan ly) dap (rng cac yéu cau do.

TCVN ISO 22301:2018
processes relevant to the organization.

Business continuity confributes to a more resilient
society. The wider community and the impact of
the organization's environment on the organization
and therefore other organizations may need fo be

involved in the recovery process.

0.2 The Plan-Do-Check-Act (PDCA) model

This International Standard applies the “Plan-Do-
Check-Act" (PDCA) planning,
establishing, implementing, operating, monitoring,

model to
reviewing, maintaining and continually improving
the effectiveness of an organization's BCMS.

This ensures a degree of consistency with other

management such

systems
as IS0 9001 Quality

systems, 1SO 14001, Environmental management

systems, ISO/NEC 27001, Information security

systems, ISO/IEC 20000-

technology — Service

and |SO 28000, Specification for

security management systems for the supply

standards,
management

management
1, Information
management,
chain, thereby supporting consistent and
integrated implementation and operation with

related management systems.

Figure 1 illustrates how a BCMS takes as inputs
interested parties, requirements for continuity
management and, through the necessary actions
and processes, produces continuity outcomes (i.e.
managed business continuity) that meet those
requirements.
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Cai tien lién tuc hé thdng quan ly
kinh doanh lién tuc (BCMS)

Bén quan q
t&m
Duy triva
cai tién
Yéu ciu dbi

v@i kinh

doanh

lien tyc

Thiét lap
(Hoach djnh)

-

Ap dung va
trién khai
(Thwe hién)

=

Bén quan
tam

Tinh lién
tuc trong
kinh doanh
duwoc
quan ly

Hinh 1 - M6 hinh PDCA ap dung cho céc qua trinh ctia BCMS

Continual improvement of business continuily

management system (BCMS)

Figure 1 — PDCA model applied to BCMS processes

Establish
(Plan)
Interested
parties
Maintain and implement
improve and operate
(Act) (Do)
Requirements
for business
continuity Monitor and
‘ review d
{Check)

Interested
parties

Managed
business
continuity




TCVN ISO 22301:2018
Béng 1- Dién giai méd hinh PDCA

Hoach dinh Thiét 1ap chinh sach, myc tiéu, chi tidu, kiém soét, qua trinh va thi tyc

(Thiét 1ap) thich hop vé& kinh doanh lign tyc nhdm cai tién kinh doanh lién tuc va
mang lai cac két qua thbng nhét voi chinh sach va myc tiéu chung cla
td chire.

Thiee hién Ap dung va trién khai chinh sach, kiém sot, qua trinh va thd tyc vé

(Ap dung va trién khai) | kinh doanh lién tyc.

Kiém tra Theo d&i va xem xét két qua thyc hién theo chinh sach va myc tiéu

(Theo dai v& xem xét)

kinh doanh lién tuc, bao céo két qua cho lanh dao dé xem xét, x4c dinh
va cho phép hanh ddng dé khic phuyc va cai tién.

Hanh dong
(Duy trl va cai tién)

Duy tri va cai tién BCMS théng qua viéc thyc hidn hanh dong khéc
phuc dia trén két qui xem x&t clia idnh dao va danh gia lai pham vi
clia BCMS va chinh sach va myc tidu kinh doanh lién tyc.

Table 1 — Explanation of PDCA model

Plan Establish business continuity policy, objectives, targets, controls,

(Establish) processes and procedures relevant to improving business continuity in
order to deliver results that align with the organization's overall policies
and objectives.

Do Implement and operate the business continuity policy, controls,

(Implement and operate)

processes and procedures.

Check

{Monitor and review)

Monitor and review performance against business continuity policy and
objectives, report the results to management for review, and determine
and authorize actions for remediation and improvement.

Act
(Maintain and improve)

Maintain and improve the BCMS by taking corrective action, based on
the results of management review and reappraising the scope of the
BCMS and business continuity policy and objectives.
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0.3 Cic thanh phan cia PDCA trong tiéu
chuén nay

Trong md hinh Hoach dinh — Thyc hién — Kiém
tra — Hanh ddng néu & Bang 1, cac diéu ti 4 dén
10 trong tiéu chuén nay bao trim cac thanh phan
dwoi day.

- Diéu 4 thudc Hoach dinh. Didu nay dua ra
cac yéu chu cén thiét cho viéc thiét 1ap béi
canh clia BCMS khi dp dung cho t6 chirc
cling nhu cac nhu cau, yéu ciu va pham vi.

- Didu 5 thudc Hoach dinh. Didu nay tom tét
c&c yéu cdu cy thé di voi vai trd clia lanh
dao cao nhét trong BCMS va cach thire sy
lanh dao két ndi mong dgi ctia minh véi td
chirc théng qua tuyén bd va chinh sach.

- Didu 6 thudc Hoach dinh. Didu nay quy dinh
cac yau cau lién quan dén viéc thiét 1ap cac
myc tiéu chién lwgc va hwéng dén cac
nguyén tdc d6i véi BCMS nhir mot tdng: thé.
N&i dung clia diéu 6 khac véi vigc thiét Iap
cac co hi xiv Iy rli ro xac dijnh tir danh gia
rli ro, cling nhw cac myc tiéu phuc héi bét
ngudn tr phan tich t4c ddng kinh doanh
(BIA).

CHU THICH: Cac y&u cdu clia qué trinh phan tich

tac dong kinh doanh va danh gia rii ro dwvoc néu
chi tiét & Diéu 8.

- Diéu 7 thudc Hoach djnh. Didu ndy hé trg
viéc trién khai BCMS lign quan dén thiét lap
nang lyc va trao ddi théng tin trén co s& dinh
ky/hogic khi cin véi céc bén quan tam, ddng
thai 1ap thanh van ban, kiém soat, duy trl va
Iteu gite hé théng tai liéu theo yéu cAu.

10

0.3 Components of PDCA in this

International Standard

In the Plan-Do-Check-Act model as shown
this
the following

in Table 1, Clause 4 through Clause 10 in
International Standard cover

components.

Plan. It
necessary to
establish the context of the BCMS as it

applies to the organization, as well as needs,

- Clause4is a component of

introduces  requirements

requirements, and scope.

of Plan. It
summarizes the requirements specific to top

- Clause5is a component

management's role in the BCMS, and how
leadership articulates its expectations to the
organization via a policy statement.

- Clause 6 is a component of Plan. It describes
requirements as it relates to establishing
strategic objectives and guiding principles for
the BCMS as a whole.
of Clause 6 differs from establishing risk

The content

treatment opportunities stemming from risk
assessment, as well as business impact
analysis (BIA) derived recovery objectives.

NOTE The business impact analysis and risk
assessment process requirements are detailed

in Clause 8.

- Clause 7 is a component of Plan. It supparts

BCMS operations as they relate to

establishing competence and communication

on a recurring/as-needed basis with
interested  parties, while documenting,
controlling, maintaining and  retaining

required documentation,



- Diéu 8 thudc Thyc hién. Diéu nay xac dinh

cac yéu cau ddi véi kinh doanh fién tuc, xac
dinh céch thirc giai quyét cac yéu cau nay va
xay dung cac tha tuc/quy trinh dé quan Iy sy
c6 gian doan.

Diéu 9 thudc Kiém tra. Diéu nay tom tit cac
yéu cu can thiét ddi voi viéc do lwdng két
qua thwe hién quan ly kinh doanh lién tyc, sy
phll hop clia BCMS véi tiéu chuan nay va
nhi*ng mong doi clia lanh dao, tim kiém phan
hdi ctia anh dao vé nhirtng mong doi ndy.

. expectations,

TCVNISO 22301:2018

Clause 8is a component of Do. It defines

business continuity requirements, determines
how to address them and develops the
procedures to manage a disruptive incident.

Clause9is a component of Check. It

summarizes requirements necessary fo
measure business continuity management
performance, BCMS compliance with this
International Standard and management's
and seeks feedback from

management regarding expectations.

Diu 10 thudc Hanh dong. Didu ndy nhén biét Clause 10 is a component of Act. It identifies and
va hanh ddng dbi véi sw khong phi hgp clia acts on  BCMS  non-conformance through

BCMS théng qua hanh dong khéc phuyc.

corrective action.

11
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An ninh xa hdi — Hé thdng quan ly kinh doanh lién tuc —

Cac yéu cau

Societal security — Business continuity management systems —

Requirements

1 Pham vi ap dung

Tiéu chudn vé quan ly kinh doanh lién tuc nay
quy dinh cac yéu ciu dbi véi viéc hoach dinh,
thiét Iap, ap dung, trién khai, theo ddi, xem xét,
duy tri va cai tién lién tyc hé thdng quan Iy
dwoc lap thanh van ban nhdm bao vé khdi,
giam kha nang xay ra cua, chuan bj cho, (rng
phé véi va khoi phuc sau sy cb gian doan khi
sy ¢6 nay sinh.

Céac yéu cau xac dinh trong tiéu chuén nay
mang tinh khai quat va nhdm 4p dung cho moi
tb chirc hodc cac b phéan clia to chirc, khéng
phan biét loai hinh, quy md va tinh chét cla tb
chirc. Mirc d6 ap dung céc yéu ciu nay phy
thu§c vao mdi trwérng hoat dong va mirc do
phtrc tap clia td chic.

Tiéu chudn ndy khong ham y sy dong nhat v&
céu tric cla hé thdng quan Iy kinh doanh lién

tuc (BCMS) ma dé 6 chirc thiét ké BCMS thich

hgp véi nhu ciu clia minh va dap (rng yéu ciu
clia cac bén quan tam ctia td chirc. Nhimmg nhu
cau nay dwgc hinh thanh tir yéu ciu phap Iy,
ché dinh, yéu cdu clia tb chirc va nganh cang
nghiép, san phdm va dich vy, cac qua trinh
duwec thye hién, quy md va co cau cla td chire
va yéu cu clia cac bén quan tam clia td chirc.

1 Scope

This Standard
continuity management specifies requirements to

International for business
plan, establish, implement, operate, monitor,
review, maintain and continually improve a
documented management system to protect
against, reduce the likelihood of occurrence,
prepare for, respond to, and recover from

disruptive incidents when they arise.

The requirements specified in this International
Standard are generic and intended to be
applicable to all organizations, or parts thereof,
regardless of type, size and nature of the
organization. The extent of application of these
requirements depends on the organization's
operating environment and complexity.

It is not the intent of this International Standard to
imply uniformity in the structure of a Business
Continuity Management System (BCMS), but for
an organization to design a BCMS that is
appropriate to its needs and that meets its
interested parties’ requirements. These needs
are shaped by legal, regulatory, organizational
and industry requirements, the products and
services, the processes employed, the size and
the the
requirements of its interested parties.

structure  of organization, and

13
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Tiéu chudn nay 4p dung cho t& chirc & moi loai
hinh va quy mé va mong muén:

a) thiét I4p, ap dung, duy tri va cai tién BCMS,

b) ddm bdo sy phu hop v&i chinh sach kinh
doanh lién tyc d4 tuyén b,
¢) chirng té s phi hgp véi cac bén khac,

d) mubn ching nhan/dang ky BCMS clia minh
béi t chizc chirng nhan bén thi ba dugc cdng
nhén, hoéc

e) thuc hién viéc ty xac dinh va ty cong b sy phu
hep v6i tiéu chun nay.

Tiéu chudn nay c6 thé dugc dung dé danh gia kha
ndng clia t& chlre trong viéc dap ¢ng nhu céu va
nghfa vy vé tinh lién tuc cia chinh minh.

2 Tai ligu vién din

Khéng ¢6 tai ligu vién dan.

3 Thuét ngi¥ va dinh nghia

Tiéu chudn nay ap dung céc thuat ng va dinh
nghta dwéi day.

3.1

Hoat dong

Qua trinh hodc tap hop cac quéa trinh duoc thue
hién bdi 6 chirc (hodic véi danh nghla cla &
chirc) d& dwa ra hodc hé trg mot hodc nhidu san
phém va dich w,

VI DY: Cac qua trinh nay bac gdm k& toan, tdng dai, IT, sén
xuét, phan phéi,

3.2

DBanh gia

Qua trinh c6 hé théng, doc lap va dwoc 18p thanh
vin ban d& thu dwoc bang chirng danh gis va
xem xét danh gia ching mét cach khach quan dé

14

This International Standard is applicable to all
types and sizes of organizations that wish to

a) establish, implemeni, maintain and

improve a BCMS,

b) ensure conformity with stated business
continuity policy,

c) demonstrate conformity to others,

d) seek certification/registration of its BCMS
by an accredited third party certification body, or

e) make a self-determination and self-
declaration of conformity with this International
Standard.

This International Standard can be used to assess
an organization’s ability to meet its own continuity
needs and obligations.

2 Normative references
There are no normative references.
3 Terms and definitions

For the purposes of this document, the following
terms and definitions apply.

31

acticity

process or set of process underaken by
organization (or on its behalf) that produces or

supparts one or more products and services

EXAMPLE Such pracesses include accounts, call centre, IT,
manufacture, distribution.

3.2

audit

systematic, independent and documented process
for obtaining audit evidence and evaluating it
objectively to determine the extent to which the



xac dinh mrc d6 thywe hién cac chudn myc danh
gia.
CHU THICH 1: P4nh gia co thé 13 danh gia ndi bd (bén ther

nhai) hodic danh gia bén ngoai (bén thir hai hodc thir ba) va
¢6 thé |a danh gia két hop (két hop hai hay nhiéu linh virc)

CHU THICH 2; “Bang chizrng dénh gid" va "chudn myc danh
gi&" duoc dinh nghia tai TCVN I1SO 19011.
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Kinh doanh lién tuc

Tinh lién tuc trong kinh deanh

Kha ning cta td chirc trong viéc duy tri cung cép
san phadm hodc dich vy & mic chdp nhan da
dwoc xac dinh sau sy ¢ gian doan.

[INGUON: TCVN ISO 22300]
3.4

Quan ly kinh doanh lién tuc
Quan ly tinh lién tyc trong kinh doanh

Qua trinh quan Iy toan dién nhan biét cac méi de
doa tiém an voi td chire va cac thc déng ma cac
méi de doa d6, néu xay ra, ¢6 thé gay ra cho cac
hoat ddng kinh doanh va dwa ra khuén khd dé xay
dyng kha nang thich (ng clia td chirc voi kha
néng tng phd ¢é hiéu lyc nh&m bdo vé cac lgi ich
clia cac bén lién quan chii yéu, danh tiéng,
thwong hiéu va cac hoat dong tao dyng gia tri cta
té chrc.

3.5

Hé théng quan ly kinh doanh lién tyc

BCMS

Mt phan trong tdng thé hé thdng quan ly thiét Iap,
ap dung, trién khai, theo d&i, xem xét, duy tri va
cai tién kinh doanh lién tuc.

CHU THICH 1: H& théng quan Iy bao gdm co céu td chir,
chinh sach, hoat ddng hoach dinh, trach nhiém, thi tyc, qua
trinh va nguén iue.

TCVN ISO 22301:2018
audit criteria are fulfilled

NOTE 1 An audit can be an internal audit (first party) or an
exlernal audil (second party or third party), and it can be a
combined audit (combining two or more disciplines).

NOTE 2 “Audit evidence" and "audit criteria” are defined in
1SO 19011.

3.3
business continuity

capability of the organization to continue delivery
of products or services at acceptable predefined
levels following disruptive incident

[SOURCE: ISO 22300]
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business continuity management

holistic management that identifies

potential threats to an organization and the

process

impacts to business operations those threats, if
realized, might cause, and which provides a
framework for building organizational resilience
with the capability of an effective response that
safeguards the interests of its key stakeholders,
reputation, brand and value-creating activities

3.5
business continuity management system
BCMS

part of the overall management system that

establishes, implements, operates, monitors,
reviews, maintains and improves business
continuity

NOTE The management system includes organizational

structure, policies, planning activities,

procedures, processes and resources.

responsibilities,

15
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3.6
Ké hoach kinh doanh lién tyc

Cac thli tyc dang van ban hwéng dan t chire g
phd, phuc hdi, tiép tuc va khoi phuc lai hoat dong
dén mic do da dwoc xac dinh sau khi bj gian
doan.

CHU THICH 1: Théng thudng diéu nay bao gdm ngubn lyc,
dich vy va hoat ddng cin thiét d& dam bdo tinh lién tyc clia
céc chirc nang kinh doanh quan trong,

3.7
Chuwong trinh kinh doanh lién tuc

Qué trinh quan ly va quan trj lién tuc dwoc hé trg
bdi Ianh dao cao nhét va trang bj ngudn lyc thich
hop d& thye hién va duy tri quan 1y kinh doanh
lién tyc.

38
Phan tich tac ddng kinh doanh

Qua trinh phéan tich cac hoat dong va anh hudng
ma viéc gidn doan kinh doanh ¢4 thé gdy ra déi
véi cac hoat dong nay.

[NGUON: TCVN 1SO 22300]

39
Néng lyc

Khé& nang &p dyng kién thirc va ky ning dé dat
dwgc két qua dy kién.

3.10

Sw phil hgp

Sy dap (ng mot yéu cu.
[NGUON: TCVN ISC 22300]
311

Cai tién lién tuc
Hoat ddng |4p lai d& nang cao két qua thye hién.
[NGUON: TCVN 1SO 22300]
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3.6
business continuity plan

documented procedures that guide organizations
to respond, recover, resume, and restore to a pre-
defined level of operation following disruption

NOTE Typically this covers resources, services and

activities required to ensure the continuity of critical business
functions.

3.7
business continuity programme

ongoing management and governance process
supported by top management and appropriately
resourced to implement and maintain business
continuity management

3.8
business impact analysis

process of analyzing actitivites and the effect that
a business disruption might have upon them

[SOURCE: ISO 22300]

3.9
competence

ability to apply knowledge and skills to achieve
intended results

3.10
conformity

fulfilment of a requirement
[SOURCE: ISO 22300]

3.1

continual improvement
recurring activity to enhance performance

[SOURCE: ISO 22300]



3.13

Khéc phuc

Hanh déng nhém loai bd s khéng phii hop dwec
phat hién.

{NGUON: TCVN IS0 22300]

3.13

Hanh déng khic phuc

Hanh déng nham loai bd nguyén nhan cla sw
khong pht hop va ngan ngira viée tai dién.

CHU THICH 1: Trong trwérng hep két qua khéng mang muén
khac, hanh dong nay 1a cAn thiét aé gidm thiéu hodc logi bd
nguyén nhén va lam gidm tac dong hodc ngén ngira viéc tai
dién. Nhing hanh dong nhu viy nim ngoai khai niém vé
*hanh ddng khic phyc” theo dinh nghta nay.

[NGUON: TCVN ISO 22300]

3.14
Tai ligu
Théng tin va phwong tién chiva dyng théng tin.

CHU THICH 1: Phuong tign c6 thé |a gidy, dia tir, dia dién tir,
dia quang, anh, m&u géc hogic td hop céc dang trén.

CHU THICH 2: Tap hop céc tai ligu, vi du quy dinh va hé so,
thwdmg duworc goi la “hé théng tai ligu”.

3.15
Théng tin dang van ban

Théng tin can dugc td chiec kidm soat va duy tri
va phwrong tién chira dwng thdng tin.

CHU THICH 1: Théng tin dang van ban c6 thé & dinh dang va
phwong tign bét ky va tir ngudn bat ky.

CHU THICH 2: Théng tin dang vin ban c6 thé dé cap téi:

- hé théng quan Iy, gdm ca cac qua trinh lién quan;

- théng tin dugc fao ra cho vige van hanh cia td chirc (he
théng tai ligu);

TCVN ISO 22301:2018

3.12

correction

action to eliminate a detected nonconformity

[SOURCE: ISO 22300]

3.13

corrective action

action to eliminate the cause of a nonconformity
and to prevent recurrence

NOTE In the case of other undesirable outcomes, action is
necessary to minimize or eliminate causes and to reduce

impact or prevent recurrence. Such actions fall outside the
concept of “corrective action” in the sense of this definition.

[SOURCE: ISO 22300]

3.14
document

information and its supporting medium

NOTE 1 The medium can be paper, magnetic, electronic or
optical computer disc, photograph or master sample, or a
combination thereof.

NOTE 2 A set of documents, for example specifications and
recards, is frequently called “documentation”.

3.15

documented information

information required to be controlled and
maintained by an organization and the medium on
which it is contained

NOTE 1 Documented information can be in any format and

on any media from any source.
NOTE 2 Documented information can refer to

= the management
processes;

system, including related

—_ information created in order for the organization to
operate (documentation),

17
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- béng chimg vé cac két qua dat duge (hd sa).

3.16
Hiéu lwec

Mic d§ theo d6 cac hoat dong déd hoach dinh
duwgc thyc hién va dat dwoc cac két qua theo
hoach djnh.

[NGUON: TCVN ISO 22300]

317

Swkién

Sw xuét hién hodc thay dbi clia mét tap hop cac
tinh hubng cu thé.

CHU THICH 1: Mot sz kién c6 hé x3y ra mot hodc nhidu I4n
va c6 thé c6 nhidu nguyén nhan.

CHU THICH 2: Mat sir kign c6 thé gbm ca didu gi 86 khéng
X3y ra.

CHU THICH 3: Mot sir kien doi khi c6 thd dugc coi la mdt "sy
c6" hay "tai nan”,

CHU THICH 4: Mt sy kign ma khdng cb hé qua cing 6 thd
duge goi la "thoat nan” hodc "thoat hidém".

[NGUON: TCVN 9788:2013]

3.18
Luygn t3p

Qua trinh @& dao tao, danh gia, thwe hanh va cai
tién két qua thwe hién trong mot t& chirc.

CHU THICH 1: Luydn tap c6 thd dwye st dung d& xac nhan
gid tri st dung clia chinh sach, ké hoach, th tuc, dao tao,
thiét bj va cac théa thuan lién tb chirc; 1am r6 va dio tao nhan
sy v& vai trd va trach nhiém, cai thién sy phéi hop va trao ddi
théng tin lién t& chirc, nhan dién khodng tréng v& ngudn Iy,
cdi lién két qua thyc hién ca nhén va nhén dién co hoi cal
tién; va co hoi duoc kiém soat nhim thue hanh ing bién.

CHU THICH 2: Mgt bai kidm tra |3 loai hinh luyén tap duy
nhét va cy thé trong d6 két hop ky vong v y& 16 a6 hodc
trret trong pham vi muc dich hoéc muc tigu luyén 1ap dugc
hoach djnh,

[NGUON: TCVN IS0 22300
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— evidence of results achieved (records).

3.16
effectiveness

extent to which planned activities are realized and
planned results achieved

[SOURCE: ISO 22300]

3.7
event

occurrence or change of a particular set of
circumstances

NOTE 1 An event can be one or more occurrences, and can
have several causes.

NOTE 2 An event can consist of something not happening.

NOTE 3 An event can sometimes be referred to as an
"incident” or "accident”.

NOTE 4 An event without consequences may also be
referred to as a "near miss", “incident”, *near hit”, “close call,

[SOURCE: ISO/IEC Guide 73]

3.18

exercise

process to train for, assess, practice, and improve
performance in an organization

NOTE 1 Exercises can be used for; validating pdlicies, plans,
procedures, training, equipment, and inter-organizational
agreements; clarifying and training personnel in roles and
responsibilities; improving inter-organizational coordination
and communications; identifying gaps in resources; improving
individual performance; and identifying opportunities for
improvement, and controlled opportunity to practice
improvisation.

NOTE 2 A test is a unique and particular type of exercise,
which incorporates an expectation of a pass or fail element
within the goal or objectives of the exercise being planned.

[SOURCE: ISO 22300]



3.19
Sy cd

Tinh hudng co thé, hoic dan dén sy gidn doan,
tdn thét, tredng hop khdn cdp hodic khiing hodng.

[INGUON: TCVN ISO 22300]

3.20
Co s& ha tang

Hé théng co s& vat chét, thiét b va dich vy cin
thiét cho hoat déng clia to chirc.

K|
Bén quan tim
Bén lién quan

C4 nhén hodc 16 chirc ¢6 thé anh hwdng, chju anh
hudng hodc cam thdy bj anh hudng bdi mat quyét
dinh hay hoat djng.

CHU THICH: B&n quan tdm cd thé 1a ¢4 nhan hay nhém cé
s\ quan tam téi quyét dinh hay hoat djng clia td chae.

3.22

Panh gia ndi b

Panh gia dwgc thye hién bdi, hodc v&i danh
nghta ctia mét td chire de phuc vu viéc xem xét
cla lanh dao va cac muc dich ndi bd khac va cd
thé 1a co s& cho viéc ty cong bd sy phi hep clia
td chirc.

CHU THICH 1: Trong nhiéu trwéng hop, cy thé 1a véi t chire
nho, sy ddc 1ap cd thé thé hién bing viéc khdng chiu trach
nhiém aéi v&i hoat ddng dwore danh gia.

3.23

Sw kéu goi

Hanh déng céng bd ring cac sép dat cho viéc
kinh doanh lién tyc ctia t& chirc cin c6 hidu lyc
nhdm duy tri vigc cung cp séan phadm hoc dich
vu chinh.

TCVN ISO 22301:2018

3.19
incident

situation that might be, or could lead to, a

disruption, loss, emergency or crisis
[SOURCE: ISO 22300]

3.20
infrastructure

system of facilities, equipment and services
needed for the operation of an organization

32
interested party
stakeholder

person or organization that can affect, be affected
by, or perceive themselves to be affected by a
decision or activity

NOTE This can be an individual or group that has an
interest in any decision or activity of an organization.

3.22

internal audit

audit conducted by, or on behalf of, the
organization itself for management review and
other internal purposes, and which might form the
basis for an organization's self-declaration of
conformity

NOTE In many cases, particularly in smaller organizations,
independence can be demonstrated by the freedom from
responsibility for the activity being audited.

3.23

invocation

act of declaring that an organization's business
continuity arrangements need to be put into effect
in order to continue delivery of key products or

services

19



TCVN ISO 22301:2018

3.24
Hé théng quan ly

Tap hop cac yéu té c6 lién quan hodc twong tac
1&n nhau clia t& chirc d& thiét Iap chinh sach, muc
tiéu va cac qua trinh nham dat dwoc cac muc tiéu
dé.

CHU THICH 1: Mt hé théng quan Iy cb thé giai quyét mot
hay nhidu linh vy,

CHU THICH 2: Cac yéu té ca hé théng bao gdm co ciu, vai
trd va trach nhigm, vidc hoach dinh, vén hanh,... clia tb chire,

CHU THICH 3: Pham vi cia hé théng quén ly cé thé bao gdm
todin bd t chire, céc chire nang cy thd dwgc nhan biét trong
td chirc, cac bd phan cy thé duge nhan biét cla tb chirc,
hodc mt hay nhiéu chirc nang xuy8n subt mét nhém td
chire.

3.25

Théi gian dirng téi da chép nhéan dwoc

MAO

Thei gian dé céc tac dong bét lgi co thé nay sinh
tr két qud cla viéc khéng cung cdp san
phdm/dich vy hoZc khdng thyc hién modt hoat
ddng tré nén khong thé chip nhan dwoc.

CHU THICH 1: Xem tham thi gian chju gian doan téi da
3.26

Théi gian chju gian doan téi da

MTPD

Thoi glan dé cac tac dong bét Igi c6 thé nay sinh
tr két qua clia viec khdng cung cdp san
pham/dich vu ho#c khdng thyc hién mét hoat
dong tré nén khong th& chép nhén dwoc.

CHU THICH 1: Xem thém th&i gian dirng chdp nhan téi da

3.27
Po lwéng

Qué trinh xac dinh mét gié trj.
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3.24
management system

set of interrelated or interacting elements of an
organization to eslablish policies and objectives,
and processes fo achieve those objectives

NOTE 1 A management system can address a single
discipline or several disciplines,

NOTE 2 The system elements include the organization's

structure, roles and responsibilities, planning, operation, efc.

NOTE 3 The scope of a management system can include the
whole of the organization, specific and identified functions
of the organization, specific and identified sections of the
organization, or one or more functions across a group of
organizations.

3.25

maximum acceptable outage

MAO

time it would take for adverse impacts, which
might arise as a result of not providing a
product/service or performing an activity, to
become unacceptable

NOTE See also maximum tolerable period of disruption.

3.26
maximum tolerable period of disruption
MTPD

time it would take for adverse impacts, which
might arise as a result of not providing a
product/service or performing an activity, to
become unacceptable

NOTE See also maximum acceptable outage.

3.27

measurement

process to determine a value



3.28

Muc tiéu kinh doanh lién tuc tdi thiéu

MBCO

Muve tdi thidu clia dich vu va/hodc san pham ma t6
chive c6 thé chép nhan dé dat dwec myc tiéu kinh
doanh ctia minh trong qua trinh gian doan.

3.29
Theo ddi

X4c dinh tinh trang clia h théng, qua trinh hay
hoat dong.

CHU THICH 1: B xac dinh tinh trang c6 thé cAn kiém tra,
giam sat hay quan tréc ch3t ché.

3.30
Thoa thuan hd tre 1an nhau

Suv hidu biét dwgc sdp xép trudc gitta hai hay
nhidu thye thé d& hd tro 13n nhau.

[NGUON: TCVN ISO 22300)

3.31
St khdng pht hop

Viac khdng dap (rng mdt yau cau.
[NGUON: TCVN ISO 22300)

3.32
Myc tiéu
Két qua can dat dwoc.

CHU THICH 1: Myc tiéu cé thd mang tinh chién lrorc, chién
thudt hodc tac nghiép,

CHU THICH 2: Cac myc tiéu co thé l1an quan dén cac linh
viec khac nhau (nhu myc tidu v& t3i chinh, strc khoe va an
toan, méi truding,...) va co thé &p duyng tai cac clp khac nhau
(nhw chién lrgc, toan b td chic, di an, san phdm hay qua
trinh).

CHU THICH 3: Myc tidu c6 thé tha hign theo nhivng cach
khac nhw két qua du kién, muc dich, chuln muc v& tac
nghiép, myc tidu vé an ninh xa hdi hay st dyng nhing tir
nglr khac co y nghia trong tw (vi dy muc dich, muc tiéu

TCVNISO 22301:2018
3.28

minimum business continuity objective
MBCO

minimum level of services and/or products that is
acceptable to the organization to achieve its
business objectives during a disruption

3.29

monitoring

determining the status of a system, a process or
an activity

NOTE To determine the status there may be a need to
check, supervise or critically observe.

3.30

mutual aid agreement

pre-arranged understanding between two or more
entities to render assistance to each other

[SOURCE: ISO 22300]

K|

nonconformity

non-fulfiiment of a requirement
[SOURCE: ISO 22300]

3.32

objective

result to be achieved

NOTE 1 An objective can be strategic, tactical or operational.

NOTE 2 Objectives can relate to different disciplines (such as
financial, health and safety, and environmental goals) and
can apply at different levels [such as strategic, organization-
wide, project, product and process).

NOTE 3 An objective can be expressed in other ways, e.g. as
an intended outcome, a purpose, an operational criterion, as
a societal security objective or by the use of other words with
similar meaning (e.g. aim, goal, or target).

VAl
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hudng té1, hay chi tidu).

CHU THICH 4: Trong béi canh tiéu chudn vé hé théng quén
Iy an ninh xa hai, cac myc tidu vé& hoat dong an ninh xa hi
dugce td chirc I3p ra, nhat quan véi chinh sach an ninh xa hoi,
nham dat duoc cic két qua cu thé.

3.33

Té chivc

Nguwei hodc nhém ngudi véi chirc ndng riéng cla
minh c6 trach nhiém, quyén han va méi quan hé
dé dat dwoc cac muc tiéu clia minh.

CHU THICH 1: Khai nigm t& chirc bao gdm nhung khéng gi¢i
han & thwong nhan déc quyén, cong ty, tap doan, hang, xi
nghiép, co quan quan I, cu lac b, hidp hdi, hdi tir thién hay
vién, hay mét phan ho3c sir két hop clia nhiing loai hinh trén
di ¢6 duge hgp nhit hay khéng va Ia t& chire cang hay tw.

CHU THICH 2: V&i t8 chtre c6 nhidu hon mat don vi van
hanh, mdt don vj van hainh riéng 18 c6 thé coi 1a mét td chire.

3.34

Thué ngoai

Thyc hién sw sdp dit trong d6 mot td chire bén
ngoai thyc hidn mét phan chirc ndng hodc qua
trinh cla td chire.

CHU THICH 1: Mt td chirc bén ngodi nim ngoal pham vi
cta hé théng quén Iy, mic di chirc nang hodc qua trinh
Guge thud ngoai lai thudc pham vi cha hé théng quan 1y.

3.35
Két qua thyc hién
Két qua c6 thé do duogc.

CHU THICH 1: Két qua thyrc hign ¢ thé lién quan dén ca cic
phét hién dinh lgng hodc dinh tinh.

CHU THICH 2: K&t qua thye hign c6 thé lign quan dén vise
quan ly c4c hoat ddng, qué trinh, sén phém, dich vy, hé théng
hodc té chirc,

3.36
Panh gia két qua thuc hién

Qué trinh x4c dinh két qua ¢ thé do dwoc

22

NOTE 4 In the context of societal security management
systems standards, societal security objectives are set by the
organization, consistent with the societal security policy, to
achieve specific results.

3.33

organization

person or group of people that has its own
functions with responsibilities, authorities and
relationships to achieve its objectives

NOTE 1 The concept of organization includes, but is not
limited to, sole-irader, company, corporation, firm, enterprise,
authority, partnership, charty or institution, or part or

combination thereof, whether incorporated or not, public or
private,

NOTE 2 For organizations with more than one operating unit,
a single operating unit can be defined as an organization
3.34

outsource (verb)

make an arrangement where an external
organization performs part of an organization’s
function or process

NOTE An external organization is outside the scope of the
management system, although the outsourced function or
process is within the scope.

3.35

performance

measurable result

NOTE 1 Performance can relate either to quantitative or
qualitative findings.

NOTE 2 Performance can relate to the management of
activities, processes, products (including services), systems
or organizations.

3.36

performance evaluation

process of determining measurable results



3.37
Nhan sw

Ngwdi 1am viéc cho té chire va thude kiém soat
clia to chirc.

CHU THICH 1: Khéi niém vé nhan sy bac gdm, nhung khdng
gi¢i han &, nhan vién, nhén vién ban thoi gian va cgng tac
vién.

3.38

Chinh sach

Y db va dinh hwéng clia td chirc dugce lanh dao
cao nhét clia t& chirc cong bé mot cach chinh
thire.

3.39

Thu tuc/quy trinh

Céch thirc xac dinh d& thic hién mét hoat dong
hay qua trinh.

3.40
Qua trinh

Tap hop cac hoat djng co lién quan hodc twong
tac 1&n nhau, s& dyng d4u vao dé cho ra két qua
du kién.

3.4
$4n phim hoic dich vu

Két qua cé lgi dwgce td chire cung ¢p cho khach
hang, bén tiép nhan va cac bén quan tam, vi dy
san phdm dugc san xuét, bo hidm xe hoi, diéu
dubng cong dong.

3.42

Hoat dong wu tién

Hoat dong phai dwoc wu tién sau mot sy cé nhdm
gidm nhe tac dong.

CHU THICH 1: Thust ngi¥ thwang duge sit dyng dé dién ta
céc hoat ddng nay bao gdm quan trong, thiét yéu, sbng cén,
khan cap va chi chét

TCVN ISO 22301:2018
3.37
personnel
people working for and under the control of the
organization

NOTE The concept of personnel includes, but is not limited
to employees, part-time staff, and agency staff.

3.38
policy

intentions and direction of an organization as
formally expressed by its top management

3.39
procedure

specified way to carry out an activity or a process

3.40

process

set of interrelated or interacting activities (3.1) that
use inputs to deliver an intended result.

M

products or services

beneficial outcomes provided by an organization
to its customers, recipients and interested parties,
e.g. manufactured items, car insurance and
community nursing

3.42

prioritized activities

activities to which priority must be given following
an incident in order to mitigate impacts

NOTE Terms in common use to describe activities within
this group include: critical, essential, vital, urgent and key.
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[NGUON: TCVN ISO 22300]

3.43
Hob so

Tuyén bd vé két qua dat dwoc hodc cung cép
bang chitng vé& cac hoat dong dwoc thuc hién.
3.44

Myc tiéu vé diém phuc hdi

RPO

Diém tai 46 thong tin dwoc st dung bdi mdt hoat
dong phai dwoc khai phuc dé cho phép hoat ddng
duoc tiép tyc.

CHU THICH 1: Coing c6 thé duoc goi 12 *tén that d ligu i
da",

3.45

Muc tidu vé thol gian phuc hdi

RTO

Khodng thei gian sau khi xay ra sy ¢b trong d6:

- san pham hay dich vy phai duwgc tiép tyc

- hoat ddng phai dwec tiép tyc, hodc

- ngudn lyc duoc khdi phuc

CHU THICH 1: V&I sdn pham, dich vy va hoat déng, muc tiéu
vé th&i gian phyc héi phai it hon thai gian cho cac tac dong
bt loi ndy sinh do viéc khong cung cép san phim/dich vy
hodic khong thyc hign hoat déng tré nén khong thé chép
nhén dugc.

3.46

Yéu ciu
Nhu ciu hosic mong doi dwgc tuyén bé, ngdm
hiéu chung ho3c bét budc.

CHU THICH 1: "Ng4m hidu chung” nghfa 12 @&i v&i td chic
VA cac bén lign quan nhu cu hodc mong dei dugc coi la
ngam hidu mang tinh théng 1& hoéic thye hanh chung.

CHU THICH 2: Yéu cAu dwgc quy dinh 12 yéu ciu da dugc
cbing bé, vi dy trong théng tin dang van ban.
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3.43
record

statement of results achieved or evidence of
activities performed

3.4
recovery point objective
RPO

point to which information used by an activity must
be restored to enable the activity to operate on
resumption

NOTE Can also be referred to as “maximum data loss”.

3.45
recovery time objective
RTO

period of time following an incident within which

product or service must be resumed, or

activity must be resumed, or

resources must be recovered

NOTE  For products, services and activities, the recovery
time objective must be less than the time it would take for
the adverse impacts that would arise as a result of not
providing a product/service or performing an activity to
become unacceptable.

3.46

requirement

need or expectation that is stated, generally
implied or obligatory
NOTE 1 “Generally implied” means that it is a customary or

common practice for the organization and interested parties
that the need or expeclation under consideration is implied.

NOTE 2 A specified requirement is one that is stated, for

example in documented information,



3.47

Nguén lwe

Toan bd tai san, con nguwdi, ky nang, théng tin,
cong nghé (gébm ca nha may va thiét bi), nha
xwdng, VAt tw cung trng va thang tin (k& ca théng
tin dién tlr hodc khong phai théng tin dién tr) ma
t6 chirc phai sén c6 dé sz dung khi can nhém
thuwe hién va dat dugc cac muc tiéu clia minh.

3.48
Ruiro
Tac dong ctia sy knhéng chic chan Ién myc tiéu.

CHU THICH 1: Tac dong la mt sai léch so véi d kién - tich
cuc hodc tidu ciee.

CHU THICH 2: Myc tiéu c6 thé c6 nhitng khia canh khac
nhau (nhe myc dich tai chinh, siic khde, an toan va méi
trwéng) va cb thd ap dung & cac cép khac nhau (nhu chién
Ige, toan bd t& chire, di an, san phim va qua trinh). Mat
muc tiéu cé thé dugc thé hidn theo nhidu céch khac nhau
nhu két qua dau ra di kién, myc dich, tiéu chi thyc hién, muc
tiéu kinh doanh lién tuc hogc thdng qua viée sir dung céc tir
khac c6 ¥ nghia twong ty (v dy myc dich, chl tiéu).

CHU THICH 3: RUi ro thwdng déc trung béi sw dan chidu dén
cac s kién (3.5.1.3, TCVN 9788) va hé qua (3.6.1.3, TCVN
9788) tidm &n, hoac sy két hop gitka ching.

CHU THICH 4: Rdi ro thudng thé hién theo cdch két hgp cic
hé qua clia mot sy kién (bao gdm ca nhikng thay dbi v& hodn
cdnh) va kha ndng xay ra (3.6.1.1, TCVN 9788) kém theo.

CHU THICH 5: Sy khéng chéc chin Ia tinh trang, tham chi
[a mdt phén, thiéu hut théng tin li&n quan t&i vigc hidu hozic
nhan thirc vé mot s kign, hé qua clia sy kign d6, hodc kha
nang xay ra clia n6.

CHU THICH 6: Trong béi canh tiéu chudn v& BCMS, myc
tiéu kinh doanh lign tuc dugc th chirc thiét 13p nhét quan voi
chinh sach kinh doanh lién tyc dé dat dugc céc két qua oy
thé. Khi ap dung thust ng¥ rli ro va cac thanh phin clia
quan y rdii ro thl can lién quan dén muyc tiéu cda td chirc bao
gbm, nhung khdng giéi han & muyc tiéu kinh doanh lién tuc
néu d6.2.

TCVN ISO 22301:2018
3.47

resources

all assets, people, skills, information, technology
(including plant and equipment), premises, and
supplies and information (whether electronic or
not) that an organization has fo have available to
use, when needed, in order to operate and meet
its objective

3.48
risk
effect of uncertainty on objectives

NOTE 1 An effect is a deviation from the expected — positive
or negative.

NOTE 2  Objectives can have different aspects (such as
financial, health and safety, and environmental goals) and
can apply at different levels (such as strategic, organization-
wide, project, product and process). An objective can be
expressed in other ways, e.g. as an intended outcome, a
purpose, an operational criterion, as a business continuity
objective or by the use of other words with similar meaning
(e.g. aim, goal, or target).

NOTE 3 Risk is often characterized by reference to potential
events (Guide 73, 3.5.1.3) and consequences (Guide 73,
3.6.1.3), or a combination of these.

NOTE 4 Risk is often expressed in terms of a combination of
the consequences of an event (including changes in
circumstances) and the associated likelihood (Guide 73,
3.6.1.1) of occurrence.

NOTE § Uncertainty is the state, even partial, of deficiency of
information related to, understanding or knowledge of, an
event, its consequence, or likelihood.

NOTE 6 In the context of business continuity management
system standards, business continuity objectives are set by
the organization, consistent with the business continuity
policy, to achieve specific results. When applying the term
risk and components of risk management, this should be
related {o the objectives of the organization that include, but
are not limited to the business continuity objectives as
specified in 6.2,
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[NGUON: TCVN 9788)

3.49

U'a thich rii ro

Lwong va loai rii ro ma tb chirc mong mudn theo
dudi hoic gitr lai.

3.50

Danh gia rii ro

Qué trinh tong thé gdm nhan dién riii ro, phan tich
rdi ro va dinh merc rdi ro.

[NGUON: TCVN 9788]

3.51

Quan Iy rii ro

Céc hoat dong co phéi hop dé dinh hudng va
kiém soat mdt td chirc v& mat rdi ro.

[NGUON: TCVN 9788]

3.52

Thir nghiém

Thi tyc Gé xem xét danh gia; 1a mot phuong thire
dé xac dinh sy hién dién, chét lwong hodc tinh
xac thirc clia mét sy vige.

CHU THICH 1: Thir nghiém cé thé dugc coi 14 “lam thir",

CHU THICH 2: Thi nghiém thung 4p dyng véi cac ké
heach hd trg.

[NGUON: TCVN IS0 22300]

3.53
Lanh dao cao nhit

Ngudi hodc nhém ngudi dinh hwéng va kidém soat
td chirc & cép cao nhét.

CHU THICH 1: Lanh dgo cao nhét c6 quyn Oy quydn va
cung cdp ngudn luc trong pham vi td chire.

CHU THICH 2: Néu pham vi ciia hé théng quan I chi bao
gdm mdt phdn cia t chirc, thi lanh dao cao nhét chi nhimg
ngudi dinh huéng va kidm soat phén do clia té chire,
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3.49
risk appetite

amount and type of risk that an organization is
willing to pursue or retain

3.50
risk assessment

overall process of risk identification, risk analysis
and risk evaluation

[SOURCE: ISO Guide 73]
3.51

risk management

coordinated activities to direct and control an
organization with regard to risk

[SOURCE: ISO Guide 73]

3.52

testing

procedure for evaluation; a means of determining
the presence, quality, or veracity of something

NOTE 1 Testing may be referred to a "trial".

NOTE 2 Testing is often applied to supporting plans.

[SOURCE: ISO 22300]

3.53
top management

person or group of people who directs and
controls an organization at the highest level

NOTE 1 Top management has the power to delegate
authority and provide resources within the organization,

NOTE 2 If the scope of the management system covers only
part of an organization then top management refers to those
who direct and control that part of the organization.



3.54

Kiém tra xac nhan

Viéc xac nhan, théng qua viée cung cip bing
chirng khach quan, rang cac yéu cdu xac dinh
dugec thie hién

3.55

MGi treong lam viéc

Tap hop céc diéu kién d& thue hién cong viéc.

CHU THICH 1: Cac didu kign c6 thé bao gdm cac yéu t8 vat
ly, %3 hdi, tam ly va méi tredng (nhw nhiét 46, anh sang,
phurang thize thira nhan, ec-gé-né-mi va thanh phén khéng
khi).

[NGUON: TCVN IS0 22300]

TCVN ISO 22301:2018
3.54

verification

confirmation, through the provision of evidence,

that specified requirements have been fulfilled

3.55
work environment

set of conditions under which work is performed

NOTE Condilions include physical, social, psychological
and environmenlal factors (such as temperature, recognition
schemes, ergonomics and atmospheric composition,

[SOURCE: ISO 22300]
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4 Béi canh clia té chire

4.1 Hiéu td chivrc va bdi canh cua té chirc

Td chirc phai xac dinh cac vin d& bén ngoai va
ngi b lien quan dén muc dich cia minh va anh
huwdng dén kha nang clia td chirc trong viec dat
duoc (cac) két qua dy kién clia hé théng quan Iy
kinh doanh lién tuc (BCMS) clia td chirc.

Céc van d& phai dwoc tinh dén khi thiét 1ap, ap

dung va duy tri BCMS ciia td chire. T6 chirc phai
nhén biét va 1ap thanh van ban:

a) céc hoat ddng, chi¥c nang, dich vy, san pham,
quan hé ddi tac, chubi cung trng cla b chic,
méi quan hé clia t& chirc véi cac bén quan
tam va tac dong tiém &n lién quan téi sy cb
gian doan;

b) si lien két gira chinh sach kinh doanh lién
tuc va cac myc tidu clia td chirc va cac chinh
sé&ch khac, bao gém ca chién lwge quan ly rui
ro tbng thé; va

c) s& thich rii ro clia t6 chuc.
Khi thiét Iap bdi canh, t& chirc phai:

1) néu rd cac muc tiéu clia minh, gdm ca nhirng
muc tiéu lién quan dén kinh doanh lién tuc,

2) xac dinh cac yéu t6 ndi bd va bén ngoai gy ra
sir kndng chéc chan lam tang rdi ro,

3) 14p tiéu chi rli ro co tinh dén sw wa thich i ro
va

4) xac dinh myc dich clia BCMS.
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4 Context of the organization

4.1
its context

Understanding of the organization and

The organization shall determine extemal and
internal issues that are relevant to its purpose and
that affect its ability to achieve the intended
outcome(s) of its BCMS.

These issues shall be taken into account when
establishing, implementing and maintaining the
organization's BCMS. The organization shall
identify and document the following:

a) the organization's activities, functions,
services, products, partnerships, supply chains,
relationships with interested parties, and the

potential impact related to a disruptive incident;

b) links between the business continuity
policy and the organization's objectives and other
policies, including its overall risk management
strategy; and

c) the organization's risk appetite.
In establishing the context, the organization shall

1) articulate its objectives, including those
concerned with business continuity,

2) define the external and intemal factors that
create the uncertainty that gives rise to risk,

3) set risk criteria taking into account the risk
appetite, and

4) define the purpose of the BCMS.



4.2 Hiéu nhu cau va mong dgi cla cac bén

quan tam
4.2.1 Khai quat

Khi thiét Iap BCMS, t6 chire phai xac dinh:

a) cac bén quan tdm cé lién quan t¢i BCMS;

b) yéu ciu clia cac bén quan tdm d6 (nghta la
nhu cdu va mong d¢i dwgc tuyén bd, ngdm
hiéu chung hoic bét bugc).

4.2.2 Yéu ciu phap ly va ché djnh

Té chivc phai thiét 1ap, 4p dung va duy tri (cac) tha
tuc déi v&i viéc nhan biét, cé sy tiép can va danh
gi4 cac yéu ciu phép Iy va ché dinh hién hanh ma
t& chirc ding ky lién quan dén tinh lién tuc trong
hoat ddng, san phdm va dich vy cla tb chirc ciing
nhw lgi ich clia cac bén quan tam ¢4 lien quan.

T4 chirc phai ddm bao rang cac yéu cau phap Iy,
ché dinh hién hanh va cac yéu cdu khac ma té
chirc dang ky dugc tinh dén khi thiét lap, ap dung,
duy tri BCMS cla minh.

T4 chirc phai lap thanh vén bén va cap nhat thang
tin nay. Nhirng diém méi hay thay ddi trong yéu
cau phap Iy, ché dinh va yéu cau khéc phai dvoc
trao ddi théng tin v6i nhan vién chiu anh hwdng va
cac bén quan tam khac.

4.3 Xac djnh pham vi ctia hé théng quan ly
kinh doanh lién tuc

4.3.1 Khaiquat

Td chirc phai xac dinh ranh gi¢i va kha nang ap
dung ctia BCMS @& thiét 1ap pham vi clia hé
théng. Khi xac dinh pham vi ndy, t6 chirc phai

TCVN ISO 22301:2018

42 the

expectations of interested parties

Understanding needs and

4.21 General

When establishing its BCMS, the organization
shall determine

a) the interested parties that are relevant to
the BCMS, and

b) the
parties (i.e. their needs and expectations whether

requirements of these interested

stated, generally implied or obligatory).
4.2.2 Legal and regulatory requirements

The organization shall establish, implement and
maintain a procedure(s) to identify, have access
to, and assess the applicable legal and regulatory
requirements to which the organization subscribes
related to the continuity of its operations, products
and services, as well as the interests of relevant

interested parties.
The organization shall ensure that these
applicable  legal, regulatory and other

requirements to which the organization subscribes

are taken inte account in establishing,

implementing and maintaining its BCMS.

The organization shall document this information
and keep it up-to-date. New or variations to legal,
be
communicated to affected employees and other

regulatory and other requirements shall

interested parties.

4.3

continuity management system

Determining the scope of the business

4.3.1 General

The organization shall determine the boundaries
and applicability of the BCMS to establish its
scope. When determining this scope, the

29



TCVN ISO 22301:2018
xem xét:

- cac van d& bén ngoai va ndi bd dé cap & 4.1,
va

- c4c yéu cau dé cap & 4.2.

Pham vi ndy phai sén c6 bang théng tin dang
vén ban.

4.3.2 Pham vi cia BCMS
T8 chirc phai:

a) thiét lap c4c phin cia td chirc thugc BCMS,

b) thiét Iap céc yéu chu clia BCMS, c6 xem xét
dén st ménh, myc dich, cic nghia vy ndi bd
va bén ngoai (bao gbm cac nghia vu lién quan
dén cac bén quan tam) va cac trach nhiém
phap Iy va ché dinh clia td chire,

¢) nhan biét san phdm va dich wu va tét ca cac
hoat déng lién quan trong pham vi clia BCMS,

d) tinh @én nhu cu va lgi fich clia c4c bén quan
tam, nhw khach hang, nha du tw, cd dong,
chudi cung ng, ddu vao va nhu cu, mong
doi va lgi fch (khi thich hop) cla cng chlng
varhodc cong dong, va

e) xéac dinh pham vi cia BCMS theo va thich hop
v&i quy md, tinh chat va mirc do phirc tap clia
td chirc.

Khi xac dinh pham vi, t& chirc phai lap thanh van
ban va gidi thich cac ngoai I&; moi ngoai 1& déu
khéng dwoc anh hwéng dén kha nang va trach
nhiém cla t& chirc frong viéc thwec hién kinh
doanh lién tuc va cic hoat déng dap (ng yéu cdu
clla BCMS dugc xac dinh trong phén tich tac
déng kinh doanh hodc danh gia rii ro va cac yéu
cdu phap Iy hoic ché dinh hién hanh.
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organization shall consider

the external and internal issues referred to

in4.1, and

the requirements referred to in 4.2.

The scope shall be available as documented
information.

4.3.2 Scope of the BCMS
The organization shall

a) establish the parts of the organization to be
included in the BCMS,

b) establish BCMS requirements, considering
the organization's mission, goals, internal and
extemal obligations (including those related to
interested parties), and legal and regulatory
responsibilities,

c) identify products and services and all
related activities within the scope of the BCMS,

d) take into account interested parties’ needs
and interests, such as customers, investors,
shareholders, the supply chain, public and/or
community input and needs, expectations and

interests (as appropriate), and

e) define the scope of the BCMS in terms of
and appropriate to the size, nature and complexity
of the organization.

When defining the scope, the organization shall
document and explain exclusions; any such
exclusions shall not affect the organization’s ability
and responsibility to provide continuity of business
and operations that meet the BCMS requirements,
as determined by business impact analysis or risk
assessment and applicable legal or regulatory
requirements.



4.4 H3 théng quan ly kinh doanh lién tuc

Té chirc phai thiét lap, thwe hién, duy tri va cai
tién fién tyc BCMS, bao gdm céac qué trinh cén
thiét va su twong tac gitra cac qué trinh, theo cac
yéu cdu clia tiéu chudn nay.

§ Sw lanh dao
5.1 Sw lanh dao va cam két

Nhirng ngudi & vi tri lanh dao cao nhét va céc val
trd 1anh dao khac cb lién quan trong toan bo to
chire phai chirng to sy 1anh dao ddi véi BCMS.

Vi DU: Sy lanh dao va cam két c6 thd dugce thé hign bing
vigc tao djng luc va trao quyén cho mei ngudi dé dong gép
cho hiéu lyc clia BCMS.

5.2 Cam két ctia lanh dao

Lanh dao cao nhét phai chirng 16 st lanh dao va
cam két doi v&i BCMS théng qua viéc:

- d3m bdo rdng chinh sdch va myc tiéu dugc
thiét lap dbi voi BCMS va twong thich véi
dinh huéng chién lwgc cla tb chirc;

- dam bao tich hep cac yéu ciu clia BCMS
va0 cac qué trinh hoat ddng chl chét clia td
chirc;

- dam bao sn cb cac ngudn lirc can thiét cho
BCMS;

- trao dbi thdong tin v& tdm quan trong cla
quan ly kinh doanh lién tyc cé higu lyc va
ctia sy phit hop véi cac yéu ciu clia BCMS;

- dam bdo BCMS dat dwgc (chc) két qua dw
kién;

TCVN ISO 22301:2018
4.4

system

Business  continuity = management

The organization shall establish, implement,
maintain and continually improve a BCMS,
including the processes needed and their
interactions, in accordance with the requirements

of this International Standard.
5 Leadership

5.1  Leadership and commitment

Persons In top management and other relevant
management roles throughout the organization
shall demonstrate leadership with respect to the
BCMS.

EXAMPLE This leadership and commitment can ba shown by

motivating and empowering persons to contribute to the
effectiveness of the BCMS.

5.2 Management commitment

Top management shall demonstrate leadership
and commitment with respect to the BCMS by

ensuring that policies and objectives are
established the continuity
management system and are compatible with the

for business

strategic direction of the organization,

ensuring the integration of the business
continuity management system requirements into
the organization’s business processes,

ensuring that the resources needed for the
business continuity management system are
available,

communicating the importance of effective
business continuity management and conforming
to the BCMS requirements,

ensuring that the BCMS achieves its
intended outcome(s),

3
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- dinh hwéng va hd trg moi ngwdi cing déng
gop cho hiéu lyc clia BCMS,

- thuc day cai tién lién tyc; va
- hd tr¢ cac vj tri quan ly lien quan khéac

chitng td sy lanh dao va cam két clia ho &
cac khu vire ho chju trach nhiém.

CHU THICH: Tir *hoat déng chd chét" dugc dé cép trong
tidu chuan nay cé thé dwgc dién gidi theo ngha rgng gém
céc hogt dgng cbt 16i adi véi myc dich tdn tai ciia té chirc.

Lanh dao cao nhét phai cung cép bang chitng
vé cam két clia minh ddi voi viéc thiét lap, 4p
dung, thwe hién, theo dai, xem xét, duy tri va cai
tién BCMS théng qua viéc:

- thiét lap chinh sach kinh doanh lién tuc,

- dam bao rdng cac myc tiéu va ké hoach
BCMS dugc thiét lap,

- thiét Iap vai tro, trach nhiém va nang lyc dbi
voi quan Iy kinh doanh lién tyc, va

- phén cong mdt hay nhiéu nguwdi chiu trach
nhiém d@éi v&i BCMS va cé quyén han va
nang lyc thich hop dé chiu trach nhiém giai
trinh @i véi viéc thye hién va duy trl BCMS.

CHU THICH 2: Nhirng ngudi nay 6 thé c6 cac trach nhigm
Khac trong t& chire.

Lanh dao cao nhét phai ddm bdo ring c4c trach
nhiém va quyén han d6i véi cac vai tro lién quan
dwogc phan cbng va dwgc trao ddi thong tin trong
td chirc thong qua viéc:

- xac djnh tiéu chi dbi v&i viéc chdp nhan rli ro
va mirc i ro 6 thé chap nhan,

- tham gia tich cwc vao viéc tap luyén va thi
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directing and supporting persons to

contribute to the effectiveness of the BCMS,

promoting continual improvement, and

supporting other relevant management
their

commitment as it applies to their areas of

roles to demonstrate leadership and
responsibility.

NOTE 1 Reference to "business”
Standard is intended to be interpreted broadly to mean those

in this International

aclivities that are core to the purposes of the organization's
existence,

Top management shall provide evidence of its
commitment to the establishment, implementation,
operation, monitoring, review, maintenance, and
improvement of the BCMS by

establishing a business continuity policy,

ensuring that BCMS objectives and plans
are established,

establishing roles, responsibilities, and

competencies for business continuity

management, and

appointing one or more persons to be
responsible for the BCMS with the appropriate
authority and competencies to.be accountable for
the implementation and maintenance of the
BCMS.

NOTE 2 These persons can hold other responsibilities within
the organization.

shall ensure that the

responsibilities and authorities for relevant roles

Top management

are assigned and communicated within the
organization by

defining the criteria for accepting risks and
the acceptable levels of risk,

actively engaging in exercising and testing,
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nghiém,

dam bao cac cudc danh gid ndi bd BCMS — ensuring that internal audits of the BCMS

duwgc tién hanh, are conducted,

thwe hién xem xét ca lanh dao vé BCMS, va  — conducting management reviews of the
BCMS, and

chirng & cam két cia minh ddi véi viec cai —  demonstrating its commitment to continual

tién fién tuc. improvement.
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5.3 Chinhsach

Lanh dao cao nhét phai thiét [4p chinh sach kinh
doanh lién tuc:

a) phu hop véi myc dich cta td chirc;

b) dwa ra khudn khé cho viéc thiét 1ap cac muc
tiéu kinh doanh lién tuc;

c) bao gdm viéc cam két thda man céc yéu chu
dwoe ap dung;

d) bao gdm viéc cam két cai tién lién tuc BCMS.

Chinh sach BCMS phai:

s&n c6 bing thong tin dang van ban;
- dugc truyén dat trong td chirc;

- sin cb cho cac bén quan tam lién quan, khi
thich hop,

- dugc xem xét dé dam bao sy phu hop lién tuc
theo nhitng khoang thoi gian xac djnh va khi
cb nhieng thay ddi dang ké.

T3 chirc phai lwu gitr théng tin dang van ban vé

chinh séch kinh doanh lién tyc.

5.4 Vai tro, trach nhiém va quyén han trong té

chirc

L&nh dao cao nhét phai dam bdo rang trach

nhiém va quyén han cla cac vj tri thich hop

dwogc phan cdng va truyén dat trong td chirc.

Lanh dao cao nhét phai phan cong trach nhiém
va quyén han dé:

a) dam bdo ring hé thdng quan ly pht hop véi
cac y8u cdu cla tiéu chuan nay; va

b) béo céo vé két qua thuc hien BCMS cho
Ianh dao cao nhat.
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5.3 Policy

Top management shall establish a business
continuity policy that
a) is appropriate to the purpose of the

organization,

b) provides a framework for setting business
continuity objectives,

c) includes a commitment to satisfy
applicable requirements,

d) includes a commitment to continual
improvement of the BCMS.

The BCMS policy shall

be available as documented information,

be communicated within the organization,

be available to interested parties, as
appropriate,

be reviewed for continuing suitability at
defined intervals and when significant changes
oceur.
The

information on the business continuity policy.

organization shall retain documented

5.4  Organizational roles, responsibilities
and authorities
Top management shall ensure that the

responsibilities and authorities for relevant roles
are assigned and communicated within the
organization.

Top management shall assign the responsibility
and authority for

a) ensuring that the management system
conforms to the requirements of this International

Standard, and

b) reporting on the performance of the BCMS
to top management.



6 Hoach dinh

6.1 Hanh déng giai quyét riii ro va co héi

Khi hoach dinh BCMS, td chirc phai xem xét cac
vén dé dugc dé cap ¢ 4.1 va cac yéu cau dugc
@& cap & 4.2 va xac dinh cac rli ro va co hdi
can gidi quyét nham:

- dam bdo rang hé théng quan Iy c6 thé dat
duoc (cac) két qua du kién;

- ngan nglra hodc gidm bét nhirng tac dong
khéng mong muén;

- dat dugc cai tién lién tuc.
T& chirc phai hoach djnh:

a) cac hanh dgng @& giai quyét nhirng rli ro va
co’ hdi nay;

b) céach thirc gé:

1) tich hgp va thyc hién cac hanh déng nay
vao cac qua trinh ctia BCMS (xem 8.1);

2) xem xét danh gid higu lyc cla nhirng
hanh dong nay (xem 9.1).

6.2 Muyc tiéu kinh doanh lién tuc va cac ké
hoach dé& dat dwge muc tidu

Lanh dao cao nhét phdi dam bdo ring cac muc
tisu kinh doanh lién tuc dugc thiét 1ap va trao
ddi thong tin ddi voi cac cdp va bd phan chirc
nang lién quan trong td chire.

Muc tiéu kinh doanh lién tuc phai:

a) nhat quan voi chinh sach kinh doanh lién
tuc;

b) tinh dén muc tdi thidu cla san pham va dich
vy dwroc t6 chic chdp nhan dé dat duoc
muc tiéu,
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6 Planning
6.1 Actions to address risks and
opportunities

When planning for the BCMS, the organization
shall consider the issues referred to in 4.1 and the
requirements referred to in 4.2 and determine the

risks and opportunities that need to be addressed
to

ensure the management system can
achieve its intended outcome(s),

prevent, or reduce, undesired effects,

achieve continual improvement,

The organization shall plan

a) actions to address these risks and
opportunities,
b) how to

1) integrate and implement the actions into its
BCMS processes (see 8.1),

2) evaluate the effectiveness of these actions
(see 9.1).

6.2 Business continuity objectives and plans
to achieve them

Top management shall ensure that business

continuity ~objectives are established and
communicated for relevant functions and levels

within the organization.
The business continuity objectives shall

a) be consistent with the business continuity
policy,

b) take account of the minimum level of products
and services that is acceptable to the

organization to achieve its objectives,
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c) do dugc, ¢) be measurable,
d) tinh @én cac yéu ciu dwoc ap dung; d) take into account applicable requirements, and
e) dwoc theo dbi va cdp nhat khi thich hop. e) be monitored and updated as appropriate.

Té chirc phai lwu gi® thong tin dang van ban v& The organization shall retain documented
muc tiéu kinh doanh lién tuc. information on the business continuity objectives.

Pé dat dwgc cac muyc tiéu kinh doanh lién tuc To achieve its business continuity objectives, the

clia minh, t& chirc phai xac djnh: organization shall determine

- ai la ngwoi chiju trach nhiém, —  who will be responsible,

- viéc gl sé thyc hién; — what will be done,

- ngudn lye nao 1a cén thiét; — what resources will be required,
- khi nao sé hoan thanh; — when it will be completed, and

- két qua s& duoc danh gia nhu thé nao. —  how the results will be evaluated.
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7 Hb trov

7.1 Nguén lyc

Td chirc phai xac dinh va cung cAp ngudn lyc
¢an thiét cho viéc thiét lap, ap dung, duy tri va
céi tién lién tyc BCMS.

7.2 Nang lwe

T chirc phai:

a) xac dinh nang luc can thiét clia (nhing)
ngwdi thyc hién cong viéc duwdi sy kiém soat
clia t& chlrc c6 anh hudng téi két qua thyc
hién cua té chire;

b) dam bao réng nhitng ngudi ndy cd nang lwe
trén co s gido dyc, dao tao va kinh nghiém
thich hop;

¢) khi c6 théd, thye hién cac hanh dong dé dat
duoc nang lyc cén thiét va danh gia hidu lyc
clia nhitng hanh déng duwgc thire hién; va

d) Ieu gitr théng tin dang van ban thich hop lam

B béng chirng vé nang lyc.

CHU THICH: Hanh ddng thich hop ¢4 thé bao gdm,

vi du cung cép dao tao, kém c&p hoéc phén cong lai

nhan sy dang dugc st dung; hay thué hoac ky hop

déng v&i nhén sy co nang lic.

7.3 Nhin thic

Ngwoi thre hién cong viec duwdi sy kiém soét

clia t& chirc phai nhan thirc duoc vé:

a) chinh séach kinh doanh lién tuc;

b) déng gdp ctia ho cho hiéu lgc cia BCMS,
bao gdm ca lgi ich clia két quad thuc hién
quan ly kinh doanh lién tuc dwgc cai tién;

¢) hau qua cla viéc khéng tuan thi cac yéu
clu clla BCMS, va

d) vai trd clia hg trong qua trinh xay ra sy cé
gian doan.
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7 Support
71 Resources

The organization shall determine and provide the

resources needed for the establishment,
implementation, maintenance and continual
improvement of the BCMS.

7.2 Competence

The organization shall

a) determine the necessary competence of
person(s) doing work under its control that
affects its performance,

b) ensure that these persons are competent on
the basis of appropriate education, training,
and experience,

¢) where applicable, take actions to acquire the
necessary competence, and evaluate the
effectiveness of the actions taken, and

d) retain appropriate documented information as
evidence of competence.

NOTE Applicable aclions can include, for example:
the provision of fraining to, the mentoring of, or the
reassignment of current employed persons; or the
hiring or contracting of competent persons.

7.3 Awareness

Persons doing work under the organization's
control shall be aware of

a) the business continuity policy,

b) their contribution to the effectiveness of the
BCMS, including the benefits of improved

business continuity management performance,

c) the implications of not conforming with the
BCMS requirements, and

d) their own role during disruptive incidents.
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7.4 Trao dbithong tin

Té chirc phai xac dinh nhu cdu dbi voi hoat
ddng trao ddi théng tin ndi bd va bén ngoai lién
quan dén BCMS, bao gbm:

a) trao déi thong tin gi;
b) trao ddi théng tin khi nao;
c) trao ddi théng tin vi ai.

Té chirc phai thiét [ap, thyc hién va duy tri (c&c)

tha tuc dbi voi viéc:

- trao dbi théng tin ndi bd gitra cac bén quan
tdm va nhan vién trong t6 chirc,

- trao @i thdng tin bén ngoai v&i khach hang,
cac dbi tac, cong dong dja phuong va cac
bén quan tdm khac, bao gém ca truyén
théng,

- tiép nhan, 13p thanh vin ban va dap (ng viéc
trao d8i thong tin tir cac bén quan tam,

- thich tng va tich hgp hé théng tw véin vé& mdi
de doa cila quéc gia hoic khu vire, hodc hé
théng twong dwong, vao viéc hoach dinh va
st dung tac nghiép, khi thich hop,

- dam bao sén cé cac phwong tién trao ddi
théng tin khi xay ra sy c¢é gian doan,

- hd tror viée trao ddi thong tin dwoc céu tric
véi co quan cé thdm quyén thich hop va
dam béo kha nidng twong tac gia nhidu td
chirc va nhan vién phan hdi, khi thich hep,
va

- trién khai va th&r nghiém kha nang trao dbi
théng tin dy dinh st dyng khi gién doan viéc
trao ddi thdng tin thang thirong.

CHU THICH: Yéu cau thém dbi voi vigc trao dbi thang tin
khi trng pho véi sy cb dugc quy dinh & 8.4.3,
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7.4  Communication

The organization shall determine the need for
internal and external communications relevant to
the BCMS including

a) on what it will communicate,
b) when to communicate,
c) with whom to communicate.

The organization shall establish, implement, and
maintain procedure(s) for

internal communication amongst interested
parties and employees within the organization,

external communication with customers,
partner entities, local community, and other
interested parties, including the media,

receiving, documenting, and responding to
communication from interested parties,

adapting and integrating a national or
regional threat advisory system, or equivalent, into
planning and operational use, if appropriate, '

ensuring availability of the means of
communication during a disruptive incident,

facilitating structured communication with
the
responding

appropriate  authorites and  ensuring

interoperability of multiple
organizations and personnel, where appropriate,

and

operating and testing of communications
capabilities intended for use during disruption of
normal communications.

NOTE Further
response to an incident are specified in 8.4.3.

requirements for communication in



7.5 Théng tin dang vin ban
7.5.1 Khai quat
BCMS ctia té chirc phai bao gom:

a) thdng tin dang van ban theo yéu ciu cla tiéu
chuén nay;

b) théng tin dang van ban dwoc td chire xac
dinh 13 cdn thiét d& dam bao hidu lyc cla
BCMS.

CHU THICH: Mtre 86 thang tin dang van ban déi vai
BCMS c6 thé khac nhau gilva cac t chire do:

- quy md clia t& chire va loai hinh hoat ddng, qua
trinh, sdn pham va dich vu clia td chig;

- muic d) phirc tap cla cac qua trinh va sy tvong
tac gilra cac qua trinh;

- néng lyc clia nhan sy.
7.5.2 Tao lap va cép nhat

Khi tao l&p va cap nhét théng tin dang van ban,
td chirc phai dam bdo sy thich hop clia:

a) viéc nhan biét va md ta (vi du tiéu dé, thoi
gian, tac gia hoic sb tham chiéu):

b) dinh dang (vi du ngdn ngt¥, phidn ban phin
mém, dd thj) va phwong tién truyén théng
(ban gidy, ban dién tl), va viéc xem xét va
phé duyét sy phi hop va thda dang.

7.5.3 Kiém soat thong tin dang vin ban

Théng tin dang van ban theo theo yéu cdu clia
BCMS va clia tidu chudn nay phai dugc kiém
so4t nhdm dam bao:

a) sén c6 va phi hop d& st dung tai noi va khi
can;

b) dwoe bdo vé mdt cach théa dang (vi du
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7.5 Documented information

7.51 General

The organization's BCMS shall include

documented information required by this
International Standard, and

documented information determined by the
organization being the

effectiveness of the BCMS.

as necessary for

NOTE The extent of documented information for a
BCMS can differ from one organization to another due
to

the size of organization and its type of
acfivities, processes, products and services,

the complexity of processes and their
interactions, and

the competence of persons.

7.5.2 Creating and updating

When creating and updating documented
information, the organization shall ensure
appropriate

a) identification and description (e.g. a title,
date, author or reference number),

b) format (e.g. language, software version,
graphics) and media (e.g. paper, electronic), and
review and approval for suitability and adequacy.

7.5.3 Control of documented information

Documented information required by the BCMS
and by this International Standard shall be
controlled to ensure

a) it is available and suitable for use, where
and when it is needed,

b) it is adequately protected (e.g. from loss of
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trinh mét tinh bao mat, s dung sai muc

dich hoZic méat tinh toan ven).

D& kiém soat thong tin dang vén ban, td chirc

dung dugc:
- phan phdi, tiép can, khdi phuc va st dung;

- lwu trir va bao quan, bao gdm ca gt gin dé
¢6 thé doc duoc;

- kiém soat céac thay ddi (vi du kiém soat phién
bén);

- lwu gilr va hiy bo,
- khdi phyc va st dyng,

- béo quan dé cé thé doc dugc (nghta la Gu rd
@& doc), va

- ngan ngira viéc vé tinh s dung cac théng
tin 18i thovi,

Théng tin dang van ban c6 nguén gbc bén ngodi
duoc td chirc xac dinh la cin thiét cho viéc
hoach dinh va thyc hién BCMS phai dvec nhan
biét khi thich hop va dwoc kiém soat.

Khi thiét 1ap kiém soat thong tin dang van ban,
td chirc phai dam bdo co sip bdo vé thda dang
déi v&i thong tin dang van ban (vi dy bao vé
khdi viéc gay tbn hal, stva ddi trai phép hodc xéa
bd).

CHU THICH: Tiép c&n ham y mét quyét dinh v& vigc
chl cho phép xem thong tin dang van ban hoéc cho
phép va giaoc quy&n xem va thay déi thong tin dang
van ban,...
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confidentiality, improper use, or loss of integrity).

For the control of documented infarmation, the
organization shall address the following activities,
as applicable

distribution, access, retrieval and use,

storage and preservation, including

preservation of legibility,

control of changes (e.g. version control),

retention and disposition,

retrieval and use,

preservation of legibility (i.e. clear enough
to read), and

prevention of the unintended use of
obsolete information.

Documented information of external origin
determined by the organization to be necessary
for the planning and operation of the BCMS shall

be identified, as appropriate, and controlled.

When

information, the organization shall ensure that

establishing control of documented
there is adequate protection for the documented
information (e.g. protection against compromise,
unauthorized modification or deletion).

NOTE Access implies a decision regarding the
permission to view the documented information, or the
permission and authority to view and change the
documented information, etc.



8 Thue hién
8.1 Hoach djnh va kiém soat viéc thwe hién

Td chiec phai hoach dinh, thuc hién va kiém
s04t cac qua trinh can thiét d& dap tng cac yéu
cdu va dé thyc hién cac hanh déng xac dinh &
6.1, théng qua viéc:

a) thiét Iap tiéu chi dbi véi cac qua trinh,

b) thyc hién kiém soat cac qua trinh theo cac
tiéu chi nay, va

¢) duy tri va lwu gi théng tin dang van ban &
mirc 30 cin thiét d& co sy tin twong rang
cac qua trinh dwgc thiee hién nhw da hoach
dinh.

Té chrc phai kiém soat nhirng thay ddi theo

hoach dinh va xem xét cdc hé qua clia nhirng

thay ddi ngoai dy kién, thirc hién hanh dong dé

giam nhe moi tc ddng bt lgi khi can.

Td chirc phai dadm béo rdng cac qua trinh thué
ngoai déu dugc kiém soat.

8.2 Phan tich tac dong kinh doanh va danh gia
rdi ro

8.2.1 Khai quat

Td chirc phai thiét lap, thye hién va duy tri qua
trinh chinh thivc va dwgc Iap thanh van ban déi

v@i viéc phéan tich tac dong kinh doanh va danh
gia i ro, qua trinh nay

a) thiét lap bdi canh danh gia, xac dinh tiéu chi va
danh gid tac dong tidm &n cla sy cb gian
doan,

b) tinh dén cac yéu cdu phép Iy va yéu ciu khac
ma t& chire dang ky,

c) bao gdm phan tich c6 hé théng, lap the tw wu
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8 Operation

8.1  Operational planning and control

The organization shall plan, implement and control
the processes needed to meet requirements, and
to implement the actions determined in 6.1, by

a) establishing criteria for the processes,

b) implementing control of the processes in
accordance with the criteria, and

c) keeping documented information to the
extent necessary to have confidence that the
processes have been carried out as planned.

The organization shall control planned changes
and review the consequences of unintended
changes, taking action to mitigate any adverse
effects, as necessary.

The organization shall ensure that outsourced
processes are controlled.

8.2

assessment

Business impact analysis and risk

8.2.1 General

The organization shall establish, implement and
maintain a formal and documented process for

business impact analysis and risk assessment that

a) establishes the context of the assessment,
defines criteria and evaluates the potential impact
of a disruptive incident,

b) takes into account legal and other
requirements to which the organization
subscribes,

c) includes systematic analysis, prioritization
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tién trong xr ly rii ro va chi phi cé lién quan,

d) xac dinh d4u ra can thiét tit viéc phan tich tac
ddng kinh doanh va danh gia rdi ro, va

e) xac dinh cac yéu clu dbi véi thong tin phai
dwoc cdp nhat va bao mat.

CHU THICH: Cé nhiéu phuong phap khac nhau cho

hoat dgng phan tich tac dgng kinh doanh va danh gia

rdi ro theo d6 sé xac dinh trinh tw viéc nay dugc tién
hanh.

8.2.2 Phén tich tic ddng kinh doanh

Té chire phai thiét lap, thyc hién va duy trl qua
trinh danh gia chinh thirc va dwgc lap thanh van
ban ddi v&i viéc xac dinh tinh lién tyc va thir ty wu
tién viéc phyc hdi, cac myc tiéu va chi tiéu phuc
héi. Qu4 trinh nay phai bao gém viéc danh gi4 tac
ddng cla viéc gian doan cac hoat ddng hé trgr sén
pham va dich vy clia t chirc.

Phan tich tac dong kinh doanh phéi bao gdm:

a) nhén biét cac hoat dong hd trg viéc cung cép
san pham va dich vu;

b) danh gia tac dong theo théi gian cla viéc
khéng thwe hién cac hoat ddng nay;

c) thiét lap khudn khd thoi gian theo thi ty wu
tien cho viéc tiép tuc cac hoat déng & muirc
chép nhan ti thiéu da xac dinh, c6 tinh dén
théi gian trong d6 tac djng cla viéc khong
tiép tuc hoat dong co thé tr& nén khdng thé
chép nhan duwoc, va

d) nhéan biét si 1& thudc va cac ngudn ligc hé trgy
cho cac hoat dong nay, bao gdm nha cung

(rng, ddi tac thué ngoai va cac bén quan tam
¢ lién quan khac.
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of risk treatments, and their related costs,

d) defines the required output from the
business impact analysis and risk assessment,
and

the this
information to be kept up-to-date and confidential.

e) specifies requirements  for

NOTE There are various methodologies for business
impact analysis and risk assessment which will
determine the order in which these will be conducted.

8.2.2 Business impact analysis

The organization shall establish, implement, and
maintain a formal and documented evaluation
process for determining continuity and recovery
priorities, objectives and targets. This process
shall include assessing the impacts of disrupting
activities that support the organization's products
and services.

The business impact analysis shall include the
following:

a) identifying activities that support the

provision of products and services;

b) assessing the impacts over time of not
performing these activities;

c) setting prioritized timeframes for resuming
these activities at a specified minimum acceptable
level, taking into consideration the time within
which the impacts of not resuming them would
become unacceptable; and

d) identifying dependencies and supporting
resources for these activities, including suppliers,
outsource partners and other relevant interested
parties.



8.2.3 Panh gia rti ro

Td chirc phai thiét 1ap, thye hién va duy tri qua
trinh danh gié rdi ro chinh thirc va dugec tap thanh
van ban, qua trinh d6 nhén dién, phan tich va dinh
mirc mét cach cé hé théng rli ro clia sw ¢b gian
doan dbi vai té chive.

CHU THICH: Qua trinh nay c6 thé dugc 1ap theo TCYUN
1SO 31000.

T4 chire phai:

a} nhan dién rti ro cla viéc gian doan céac hoat
ddng wu tién clia td chirc va cac qua trinh, hé
thdng, thdng tin, con nguoi, tai san, dbi tac
thué ngoai va c4c ngudn lgc khac hd trg cho
cac hoat ddng nay,

b) phan tich rlii ro mdt cach hé théng,

c) danh gia rli ro lien quan t&i gidn doan nao
can xtr Iy, va

d) nhan biét viéc x& Iy twong x(ng véi muc tiéu
kinh doanh lién tuc va theo m(rc wa thich rdi
ro clia td chire.

CHU THICH: Té chirc phai nhan thirc ring cac nghia

vy nhét dinh v& t3i chinh hodic v&i chinh phu ddi hai

viéc trao ddi thdng tin v& nhing rili ro nay & mirc dd chi
tiét khac nhau. Ngoai ra, nhieng nhu céu nhét dinh ciia
x4 hdi cing c6 thé dam bao viéc chia sé thong tin ndy

& mirc d6 chi tiét thich hop.

8.3 Chién lwoc kinh doanh lién tuc
8.3.1 Xac dinh va Iwa chon

Viéc xac dinh va lya chon chién lugc phai dua
trén co s& dau ra tir phan tich tac ddng kinh
doanh va danh gié rdi ro.

Té chirc phai xac dinh chién lwgc kinh doanh lién
tuc thich hop dé&

a) bao vé cac hoat ddng dwec wu tién,
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8.2.3 Risk assessment

The organization shall establish, implement, and
maintain a formal documented risk assessment
process that systematically identifies, analyses,
and evaluates the risk of disruptive incidents to the
organization.

NOTE This process could be made in accordance with
ISO 31000.

The organization shall

a) identify risks of the
the

processes, systems, information, people, assets,

disruption fo

organization's prioritized activites and
outsource partners and other resources that

support them,
b) systematically analyse risk,

c) evaluate which disruption related risks
require treatment, and

d) identify treatments commensurate with
business continuity objectives and in accordance
with the organization's risk appetite.

NOTE
financial or govemmental obligations require the

The organization must be aware that certain

communication of these risks at varying levels of detail.
In addition, certain societal needs can also warrant
sharing of this information at an appropriate level of
detail.
8.3  Business continuity strategy
8.3.1 Determination and selection

Determination and selection of strategy shall be
based on the outputs from the business impact
analysis and risk assessment.

The organization shall determine an appropriate
business continuity strategy for

a) protecting prioritized activities,
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b) &n dinh, duy tri, tiép tuc va phyc héi cac hoat
ddng wu tién, sw phy thugc clia cac hoat dong
nay va hd tro cac ngudn lyc, va

¢} gidm nhe, ting pho va quan ly tac ddng.

Viéc xac dinh chién lwgc phai bao gdm viéc phé
duyét khudn khd thei gian wu tién déi véi viec tiép
tyc lai hoat ddéng. T6 chirc phai thyc hién viéc
danh gid kha nang kinh deanh lién tyc cla céc
nha cung &ng.

8.3.2 Thiét Iap céac yéu cu vé ngudn lyc

Té chirc phai xac dinh cac yéu cau vé ngudn Iyc
cho viéc thirc hién cac chién lwoc duwoc la chon.
Loai ngudn lyc dwge xem xét phai bao gom,
nhwng khdng gi¢i han &:

a) con ngudvi,
b) thong tin va dr ligu,

c) cdng trinh, méi trwdng lam viéce va tién ich lién
quan,

d) co s& vat chat, thiét bj va vat tw tidu hao,

e) hé thdng cong nghé thdng tin va truyén théng
(Icm),

f) van chuyén,

g) taichinh, va

h) dbi tac va nha cung tng.
8.3.3 Bao vé va giam nhe

Dl v&i cac riii ro dwge nhan dién can xir Iy, t
chirc phai xem xét c4c bién phap chl ddng lam:

a) gidm kha nang xay ra gidn doan,
b) rat ngén thai gian gian doan, va

¢) han ché tac dong clia viéc gian doan t&i cac
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and
their

b) stabilizing, continuing, resuming

recovering prioritized  activites and

dependencies and supporting resources, and

] mitigating, responding to and rnanaging

impacts.
The determination of strategy shall include
approving prioritized time frames for the

resumption of activities. The organization shall
conduct evaluations of the business continuity
capabilities of suppliers.

8.3.2 Establishing resource requirements

The organization shall determine the resource
requirements to implement the selected strategies.
The types of resources considered shall include
but not be limited to

a) people,

b) information and data,

c) buildings, work  environment  and
associated utilities,

d) facilities, equipment and consumables,

e) information and communication technology
(ICT) systems,

f) transportation,

Q) finance, and

h) partners and suppliers.

8.3.3 Protection and mitigation

For identified risks requiring treatment, the

organization shall consider proactive measures
that

a) reduce the likelihood of disruption,
b) shorten the period of disruption, and

c) limit the impact of disruption on the



san pham, dich vu chinh clia t chire.

Td chirc phai lwa chon va thyc hién cac bién phap
Xt Iy i ro thich hop theo mirc d§ wa thich Ui ro
cda minh.

8.4 Thiét lap va thyc hién thi tuc vé kinh
doanh lién tyc

8.4.1 Khal quat

T& chirc phai thiét Iap, thwe hién va duy trl cac thi
tuc vé& kinh doanh lién tuc d& quan 1y sy cb gian
doan va tiép tuc cac hoat ddng clia minh trén co
s& cac muc tiéu phuc hdi dugc x4c dinh trong
phén tich tac déng kinh doanh.

T chirc phai I4p thanh vén ban céc thi tuc (gdm
ca cac sap dat can thiét) & dam bao tinh lién tuc
cho céc hoat dong va quan Iy sy cb gian doan.

Céc thu tyc phai:

a) thiét Iap giao thirc trao ddi thdng tin ndi bd va
bén ngoai thich hop,

b) cyu thé vé& cac budc phéi thee hién ngay lap
ttre khi gién doan,

c) linh hoat trong viéc (rng pho véi cac de doa
ngoai duw kién va cac didu kién ndi bd va bén
ngoai thay ddi,

d) tap trung vao tac dong cla s kién co thé lam
gian doan hoat djng,

e) duoc xay dyng trén co s& céc gid dinh dwoc
tuyén bb va phan tich s phu thudc 1an nhau,
va

f) c6 hiéu luc trong viéc gidm thiéu hé qua théng
qua viéc ap dung cac chién luge gidm nhe
thich hop.
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organization's key products and services.

The organization shall choose and implement
appropriate risk treatments in accordance with its
risk appetite.

8.4 Establish and
continuity procedures

implement business

8.4.1 General

The organization shall establish, implement, and
maintain business continuity procedures to
manage a disruptive incident and continue its
activities based on recovery objectives identified in
the business impact analysis.

The organization shall document procedures
(including necessary arrangements) to ensure
continuity of activites and management of a
disruptive incident.

The procedures shall

a) establish an appropriate internal and
external communications protocol,

b) be specific regarding the immediate steps
that are to be taken during a disruption,

c) be flexible to respond to unanticipated
threats and changing internal and extemal

conditions,

d) focus on the impact of events that could
potentially disrupt operations,

based

e) be on

assumptions

developed stated

and an analysis of

interdependencies, and

f) be effective in minimizing consequences
through implementation of appropriate mitigation
strategies.
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8.4.2 Co céu trng phé sw cd

T8 chirc phai thiét 1ap, 1ap thanh van ban va thyc
hién cac thi tuc va co ciu quan 1y & (eng pho voi
sy cd gian doan bang viéc si dung nhan si Voi
cac trach nhiém, quyén han va nang lyc can thiét
dé quan Iy sy cb.

Co cAu (g pho phai

a) nhan biét cac ngudng tac dong ly giai cho viéc
b&t ddu ng phé chinh thirc,

b) déanh gi4 tinh chét va mic dd cua sy cb gian
doan va tac dong tiém &n clia n6,

c) kich hoat viec (ng phé thich hgp vé& kinh
doanh lién tuc,

d) ¢b cac qua trinh, thi tuc @bi véi viée kich hoat,
thuc hién, diéu phdi va trao ddi théng tin vé
(rng pho nay,

e) s&n cb ngudn lwc d& hd tro cho céac qua trinh
va tha tyc quan Iy sy cb gian doan nhdm giam
thiéu tac dong, va

f) trao ddi thong tin voi cac bén quan tam va co
quan c6 thdm quyén va truyén thong.

T chiec phai quyét dinh, véi viéc coi an toan tinh
mang 14 vu tién hang dau va tham van céac bén
quan tam, co trao ddi thdng tin v&i bén ngoai vé
nhirng rii ro va cac tac dong dang ké cia minh
hay khdng va lap thanh van ban quyét dinh nay
clia minh. Khi quyét dinh 1a c6 trao ddi théng tin
thi t& chirc phai thiét lap va thuc hién thd tuc vé
viéc trao ddi thong tin véi bén ngoai nay, cac bao
ddng va canh bao gdm ca phuwong tién truyén
thdng khi thich hop.

8.4.3 Canh bao va frao ddi thong tin

T chire phai thiét 1ap, thwe hién va duy trl cac thi
tuc ddi véi vise
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8.4.2 Incident response structure

The organization shall establish, document, and

implement procedures and a management
structure to respond to a disruptive incident using
personnel with

the necessary responsibility,

authority and competence to manage an incident.
The response structure shall

a) identify impact thresholds that justify
initiation of formal response,

b) assess the nature and extent of a
disruptive incident and its potential impact,

c) activate an appropriate business continuity
response,

d) have processes, and procedures for the

activation,  operation, coordination,  and

communication of the response,

e) have resources available to support the
processes and procedures to manage a disruptive
incident in order to minimize impact, and

f) communicate with interested parties and
authorities, as well as the media.

The organization shall decide, using life safety as
the first priority and in consultation with relevant
interested parties, whether to communicate
extemnally about its significant risks and impacts
and document its decision. If the decision is to
communicate then the organization shall establish
and implement procedures for this external
communication, alerts and warnings including the

media as appropriate,

8.4.3 Warning and communication

The organization shall establish, implement and
maintain procedures for



a) phat hién sy cd,
b) theo dai thwéng xuyén sy co

¢) trao ddi thong tin ndi bd trong pham vi t& chive
va tiép nhén, Iap thanh vin ban va dap tng
viéc trao ddi thong tin tir cac bén quan tam,

d) tiép nhén, 18p thanh vén ban va dap (ng hé
théng tw van vé rti ro quéc gia hodc khu vuc

hoc hé thdng twong tu,

e) dam bao sin ¢6 cac phuong tién trao ddi

théng tin khi xay ra sy cb gian doan,

f) hd tro viéc trao ddi thong tin c6 cau tric v&i
cac bén (ng phé khan cép,

g) ghi nhén théng tin quan trong vé sy cd, hanh
dong duoc thire hién va quyét dinh duoc dua

ra va néu c6 thé phai xem xét va thye hign:

- viéc canh bao cho cic bén quan tam cé thé
bj &nh hwérng bdi sy cb gian doan dé hodc s
cb sép xay ra;

- ddm bao kha ning twong tac gitra nhidu td
chtrc va nhan s (g pho;

- van hanh co sé trao dbi théng tin.
Th tuc trao ddi théng tin va cdnh bao phai duoc
luyén tap thwéng xuyén,
8.4.4 Ké hoach kinh doanh lién tuc
T& chirc phai thiét lap thi tyc dang van ban dbi
véi viéc Gng phd vo&i sy co gian doan va cach
thirc td chire sé tiép tuc hodic khdi phyc hoat dong
clia minh trong khoang th&i gian xac dinh. Tha tyc
nay phai giai quyét cac yéu ciu clia nhirng ngui
sé& st dung ching.

Ké hoach kinh doanh lién tuc phai bao gE‘:rn todn
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a) detecting an incident,

b) regular monitoring of an incident,

¢) internal  communication

the
organization and receiving, documenting and
responding to communication from interested

parties,

within

d) receiving, documenting and responding to
any national or regional risk advisory system or
equivalent,

e) assuring availability of the means of

communication during a disruptive incident,

f) facilitating structured communication with
emergency responders,

g)
incident, actions taken and decisions made, and

recording of vital information about the

the following shall also be considered and
implemented where applicable:

alerting

impacted by an actual or impending disruptive

interested parties potentially

incident;

assuring the interoperability of multiple
responding organizations and personnel;

operation of a communications facility.

The communication and warning procedures shall
be regularly exercised.

8.4.4 Business continuity plans

The organization shall establish documented
procedures for responding to a disruptive incident
and how it will continue or recover its activities
Such
procedures shall address the requirements of

within a predetermined timeframe.

those who will use them.

The business continuity plans shall collectively
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bo:

a) vai trd va trach nhiém xac dinh déi véi ngudi
va nhom c6 quyén trong va sau si ¢b,

b) qua trinh kich hoat ting pho,

¢) chi tiét cho viéc quan ly cac hé qud tirc thoi
clia sy cb gian doan lién quan t6i

1) lyi ich clia ca nhan,

2) cac Iya chon chién legc, chién thuat va tac
nghiép & ing phé véi viéc gian doan, va

3) ngan nglra thiét hai thém hodc sw khong
s&n cb cac hoat ddng wu tién;

d) chi tiét v& cach thic va theo nhiing trudng
ho'p ndo td chirc sé trao ddi thdng tin véi nhan
vién va ngwdi than cla ho, cac bén quan tam
chinh va dau méi lién hé khin c4p,

e) céch thirc td chiec s& tiép tuc hodic khdi phuc
cac hoat dong wu tién cla minh trong khudn
khé thoi gian da dinh,

f) chitiét vé viéc (mg phd cla td chire qua truyén
thong sau sy ¢b, bao gdm

1) chién lugc trao ddi théng tin,
2) giao dién wu tién vai truyén thong,

3) huéng dan hodc mau dé soan thdo tuyén
bé truyén thong, va

4) ngui phat ngdn thich hop;

g) qué trinh néi 1dng sau khi da qua s ¢6.

Tirng ké hoach phai xac dinh
- muc dich va pham vi,

- muc tiéu,
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contain

a) defined

people and teams having authority during and

roles and responsibilities for

following an incident,
b) a process for activating the response,

c) details to the immediate

consequences of a disruptive incident giving due

manage

regard to
1) the welfare of individuals,

2) strategic, tactical and operational options
for responding to the disruption, and

3) prevention of further loss or unavailability
of prioritized activities;

d) details how and wunder what

circumstances the organization will communicate

on

with employees and their relatives, key interested

parties and emergency contacts,

e) how the organization will continue or
recover its  prioritized  activities  within
predetermined timeframes,

f) details of the organization's media
response following an incident, including

1) a communications strategy,
2) preferred interface with the media,

3) guideline or template for drafting a
statement for the media, and

4) appropriate spokespeople;

q) a process for standing down once the
incident is over.
Each plan shall define

purpose and scope,

objectives,



- tiéu chi va thi tuc kich hoat,
- tha tyc &p dung,
- vai trd, trach nhiém va quyén han,

- c4c y8u cau va tha tyc trao ddi thong tin,

- sy phy thudc va trong tac @n nhau trong ndi
bd va bén ngoai,

- yéu cAu v& ngudn lyc, va

- déng théng tin va qua trinh 18p van ban,

8.4.5 Phuc hoi

T chivc phai cé thil tyc dang van ban ddi voi viec
khéi phyc va trd lai hoat dong kinh doanh cla
minh bing cac bién phap tam thoi dwgc chip
nhan @& hé tro' cho cac yéu cu thong thudng vé
kinh doanh sau sy cb.

8.5 Luyén tap va thir nghiém
Td chirc phai luyén tap va thir nghiém céc thi tyc
kinh doanh lién tuc clia minh G& dam béo réng cac

thit tyc nhét quan vé&i myc tidu kinh doanh lién tuc
clia td chir.

T4 chirc phai thuc hién cac bai luyén tap va bai
kidm tra:

a) nhét quan véi pham vi va muc tiéu ctia BCMS,

b) dya trén céc kich ban thich hgp duwoc lap ké
hoach v&i cac muc dich va myc tiéu dwgc xac
dinh ra,

c¢) dwoc thyc hign ddng thdi theo thdi gian dé
X&c nhén gia trj st dung clia toan bg céc sép
dat vé kinh doanh lién tuc clia td chire, voi sw
tham gia cla cac bén quan tam c¢6 lién quan,

d) giam thidu rli ro cla viéc gidn doan céc hoat
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activation criteria and procedures,
implementation procedures,

roles, responsibilities, and authorities,

communication requirements and

procedures,

internal and external interdependencies
and interactions,

resource requirements, and

— information  flow and documentation
processes.

8.4.5 Recovery

The organization shall have documented
procedures to restore and retum business

activities from the temporary measures adopted to
support normal business requirements after an
incident,

8.5 Exercising and testing

The organization shall exercise and test its
business continuity procedures to ensure that they
with

are consistent its business continuity

objectives.

The organization shall conduct exercises and tests
that

a) are consistent with
objectives of the BCMS,

the scope and

b) are based on appropriate scenarios that
are well planned with clearly defined aims and
objectives,

c) taken together over time validate the whole
of its business continuity arrangements, involving
relevant interested parties,

d) minimize the

risk of disruption of
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déng,

e) l&p cac bao cdo chinh thirc sau tép luyén bao
gbm céc két qua, khuyén nghi va hanh ddng
dé thue hign cai tién,

f) dwoc xem xét trong bdi canh thic day cai tién
lién tuc, va

g) dwoc thye hign theo cac khodng thdi gian da
hoach dinh va khi ¢6 nhirng thay ddi dang ké
trong 1§ chirc hodc voi mdi trudng trong d6 to
chlrc hoat dénag.

9 Panh gia két qua thirc hién

9.1 Theo déi, do Iwong, phéan tich va danh gia

9.1.1 Khai quat
T4 chirc phai x4c dinh:

a) nhing gl cAn dugc theo dbi va do lwdng;

b) phuong phap theo di, do Iwdng, phan tich va
danh gia, khi c6 thé thye hign dwoc d& dam
béo két qua cé gia trj sl dung;

c) khi nao phai thiec hién theo dbi va do lvdng;

d) khi ndo céc két qua theo ddi va do luong phai
dwgc phan tich va danh gia.

T chirc phai luu gite thang tin dang van ban thich

hop 1am béng chirng v& nhirng két qua nay.

Td chirc phai danh gia két qua thyc hién BCMS
va higu lyc clia BCMS. Ngoai ra, td chire phai

- thyc hién hanh dong khi cin dé giai quyét cac
xu huéng hodc két qua bat loi trrée khi xay ra
sy khong phu hop, va
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operations,

€) produce formalized post-exercise reports
that contain outcomes, recommendations and

actions to implement improvements,

f) are reviewed within the context of

promoting continual improvement, and
q) are conducted at planned intervals and
when there are significant changes within the

organization or to the environment in which it
operates.

9 Performance evaluation

9.1
evaluation

Monitoring, measurement, analysis and

9.1.1 General
The organization shall determine

a) what needs to be monitored and

measured,

b) the methods for monitoring, measurement,
analysis and evaluation, as applicable, to ensure
valid results,

c) when the monitoring and measuring shall
be performed, and

d)  when the results from monitoring and
measurement shall be analysed and evaluated.

The organization shall retain appropriate
documented information as evidence of the
results.

The organization shall evaluate the BCMS
performance and the effectiveness of the BCMS.
Additionally, the organization shall

take action when necessary to address
adverse trends or results before a nonconformity

occurs, and



- lwu gil® théng tin dang vin ban 1am bang
chirng vé két qua.

Th tyc theo dai két qua thwe hién phai cung cip
cho viéc

- thiét 1ap cac thwée do két qua thuc hién thich
hop véi nhu cau clia to chirc,

- theo ddi mirc d6 dat dwegc chinh sach, muc
tiéu, chi tiéu kinh doanh lién tuc ctia td chirc,

- két qua thwc hién cac qua trinh, thl tuc va
chirc ndng bao vé& cac hoat dong wu tién cla
td chirc,

- theo ddi sw phi hgp véi tiéu chuan nay va voi
cac muc tiéu kinh doanh lién tuc,

- theo dbi bang chirng trudc day vé két qua
thwc hién kém cta BCMS, va

- ghi nhan d lisu va két qua theo doi va do
lwong @& tao thuan Igi cho cac hanh dong
khéc phuc tiép theo.

CHU THICH: Két qua thuc hién kém c6 thd bao gbm

sty khong phit hep, nhing Ian thoét nan, canh béo sai

va sy cb thuec té.

9.1.2 Danh gia cac thd tyc kinh doanh lién tuc

a) Td chirc phai thuc hién cac danh gia 66i voi
thi tyc va kha nang kinh doanh lién tuc nham
dam bdo sy phl hop lién tuc, sw thda dang va
hiéu Iyc lién tyc clia ching;

b) Viéc danh gia phai dugc thyc hién thdng qua
cac xem xét djnh ky, luyén tap, thir nghiém,
béo céo sau sy cb va danh gia két qua thyc
hién. Nhitng thay ddi dang ké ndy sinh phai
dwoc phan anh kip théi trong (cac) tha tuc;
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retain relevant documented information as
evidence of the results.

The procedures for monitoring performance shall
provide for

the
appropriate to the needs of the organization,

seting of performance metrics

monitoring the extent to which the

continuity  policy,
objectives and targets are met,

organization's  business

performance of the processes, procedures
and functions that protect its prioritized activities,

- monitoring with  this
International Standard and the business continuity

objectives,

compliance

monitoring historical evidence of deficient
BCMS' performance, and

recording data and results of monitoring

and measurement to facilitate subsequent

corrective actions.

NOTE Deficient perfornance could include non-
conformity, near misses, false alarms, and actual
incidents.

9.1.2 Evaluation of business continuity
procedures
a) The organization shall conduct evaluations

of its business continuity procedures and
capabilities in order to ensure their continuing

suitability, adequacy and effectiveness;

b) These evaluations shall be undertaken
through periodic reviews, exercising, testing, post-
incident reporting and performance evaluations.
Significant changes arising shall be reflected in

the procedure(s) in a timely manner;
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¢) Tb chirc phai dinh ky danh gia sv tudn thi cac
yéu cu phap Iy va ché dinh, cac thurc hanh tot
clia nganh céng nghiép, va sy phl hop voi
chinh sach va muyc tiéu kinh doanh lién tye ctia
minh; va

d) Té chirc phai thic hién cac danh gia theo cac
khodng thdi gian dwge hoach dinh va khi cé
nhing thay ddi dang ké xay ra.

Khi xay ra sy c6 gian doan va dén dén viéc kich

hoat cac thii tuc kinh doanh lién tyc cGia minh, to

chiec phai thye hién xem xét sau sy cé va ghi
nhan céc két qua.

9.2 Danh gia ndi bd

Té chirc phai tién hanh cac cudc danh gia ndi bd
theo nhirng khoang thoi gian dugc hoach dinh dé
cung cap thong tin vé viec BCMS ¢ hay khong:

a) phi hop vei
1) cac yéu cdu cla chinh té chie dbi voi
BCMS clia minh;

2) cac yéu cdu clia fidu chuén nay;

b) duwoc thye hién va duy tri mét cach hiéu lwc.
Té chire phai:

- hoach dinh, thiét I4p, thirc hién va duy tri (c4c)
chwong trinh danh gia bao gdm ca tan suét,
phuong phép, trach nhiém, cac yéu cu hoach
dinh va viéc bdo cdo. Chuong trinh danh gia
phai tinh dén tAm quan trong clia cac qua trinh
lién quan va két qua clia cac cudc danh gid
trude do,

- xac dinh chudn muc danh gia va pham vi clia
tleng cude danh gia;

-~ lya chon chuyén gia danh gia va tién hanh cac
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c) The organization shall periodically evaluate
compliance with applicable legal and regulatory
requirements, industry best practices, and
conformance with ils own business confinuity

policy and objectives; and

d)
at planned intervals and when significant changes

The organization shall conduct evaluations

occur.

When a disruptive incident occurs and results in
the

procedures, the organization shall undertake a

activation of its business continuity

post-incident review and record the results.

9.2  Internal audit

The organization shall conduct internal audits at

planned intervals to provide information on
whether the business continuity management

system
a) conforms to

1) the organization's own requirements for its
BCMS,

2) the requirements of this International
Standard, and
b) is effectively implemented and maintained.

The organization shall

plan, establish, implement and maintain
(an) audit programme(s), including the frequency,
methods, responsibilities, planning requirements
and reporting. The audit programme(s) shall take
into consideration the importance of the processes

concerned and the results of previous audits,

define the audit criteria and scope for each

audit,

select auditors and conduct audits to



cudc danh gia d& dam bao tinh vo tw va tinh
khach quan cta qua trinh danh gig;

- dam bao rang két qua danh gia dwoc bao cdo
t&i cap lanh dao thich hgp;

- lwu gitv théng tin dang van ban lam bing
chirng vé viéc thye hién chwong trinh danh
gia va két qua danh gia.

Chuong trinh dénh gia, bao gém ca lich trinh, phai
dya trén két qua danh gi4 rli ro cic hoat dong
cla 6 chirc va két qua céc cude danh gia trwéc.
Thii tyc danh gi4 phai bao triim pham vi, tan suét,
phuong phap va nang lwc cling nhw trach -nhiém
va cac yéu cau dbi voi viéc tién hanh danh gia va
bao co két qua.

Lanh dao chju trach nhiém @i véi khu vire duroc
danh gia phai ddm bdo réng moi viéc khac phuc
va hanh dong khic phuc dugc thie hign khong
cham tré dé loai bd sy khong phit hep duoc phat
hién va nguyén nhén cla chung. Cac hoat ddng
tiép theo phai bao gdém viéc kiém tra xac nhan
hanh dong duoc thwe hién va bao céo két qua
kiém tra x4c nhan.

9.3 Xem xét ctia lanh dao

Lanh dao cao nhéat phai xem xét BCMS cla tb
chirc theo nhitng khoang thdi gian dwge hoach
dinh, d& dam bao né ludn thich hop, thda dang va
co hiéu lyc.

Xem xét clia lanh dao phai bao gdm viéc xem xét

vé:

a) tinh trang clia cac hanh ddng tlr cac cudc xem
xét cla lanh dao truée do;

b) nhteng thay ddi trong cac van d& ndi bd va bén
ngoai lién quan dén BCMS;
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ensure objectivity and the impartiality of the audit
process,

ensure that the resuits of the audits are
reported to relevant management, and

retain documented information as evidence
of the implementation of the audit programme and
the audit results.

The audit programme, including any schedule,
shall be based on the results of risk assessments
of the organization's activities, and the results of
previous audits. The audit procedures shall cover
the scope, frequency, methodologies and
competencies, as well as the responsibilities and
requirements for conducting audits and reporting

results.

The management responsible for the area being
audited shall

corrections and corrective actions are taken

ensure that any necessary
without undue delay to eliminate detected

nonconformities and their causes. Follow-up
activities shall include the verification of the
actions taken and the reporting of verification

results.

8.3 Management review

Top management shall review the organization’s
BCMS, at its
continuing suitability, adequacy and effectiveness.

planned intervals, to ensure

The management review shall include
consideration of
a) the status of actions from previous

management reviews,

b) changes in external and internal issues
that are relevant to the business continuity
management system,
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¢) thdng tin vé két qua thwe hién kinh doanh lién
tuc, bao gdm cac xu hwéng vé:

1) si khdng phit hop va hanh déng khac
phuc,

2) két qua theo dai, do Ivdng va danh gia, va

3) céc két qua danh gia,
d) cac co hdi cai tién lién tuc.
Xem xét clia lanh dao phai xem xét két qua thyec
hién ctia t chtrc, bao gdbm

- hanh dong tiép theo tir cac cudc hop xem xét
cla lanh dao trwde o,

- nhu cu thay ddi BCMS, bao gdm ca chinh
séch va myc tiéu,

- c4c co hoi cai tién,

- két qua clia cac cudc danh gia va xem xét
BCMS bao gbm ca danh gia va xem xét nha
cung (ng va dbi tac chinh, khi thich hep,

- céc ki thust, san phdm hodc thi tuc ¢ thé
dugc st dung trong t& chirc d& cai tién két
qué thire hién va hiéu lyc clia BCMS,

- tinh trang cla c4c hanh ddng khéc phyc,
- két qua luyén tap va tht nghiém,

- rli ro ho#c vAn d& chwa duwgc gidi quyét mot
cach théa dang trong danh gia rdi ro bat ky
nao trwéc do,

- moi thay ddi cé thé anh hwéng dén BCMS, du
la ndi bd hay bén ngoai déi véi pham vi clia
BCMS,

- s théa dang clia chinh sach,
- cac khuyén nghij cai tién,

- cac bai hoc rit ra va cac hanh ddng nay sinh

c) information on the business continuity
performance, including trends in

1) nonconformities and corrective actions,

2) monitoring and measurement evaluation

results, and
3) audit results,

d) opportunities for continual improvement.

Management reviews shall consider the
performance of the organization, including
— follow-up actions  from previous

management reviews,

the need for changes to the BCMS,
including the policy and objectives,

opportunities for improvement,

results of BCMS audits and reviews,
including those of key suppliers and partners
where appropriate,

techniques, products or procedures, which
could be used in the organization to improve the
BCMS' performance and effectiveness,

status of corrective actions,

results of exercising and testing,

risks or issues not adequately addressed in
any previous risk assessment,

any changes that could affect the BCMS,
whether internal or external to the scope of the
BCMS,

adequacy of policy,
recommendations for improvement,

lessons learned and actions arising from
disruptive incidents, and



tlr sw cé gian doan, va
- viéc hinh thanh thye hanh tét va hudng dén.

DAu ra clia xem xét cla lanh dao phai bao gbm
cac quyét dinh lién quan dén co hdi cai tién lién
tyc va nhu cau thay ddi c6 thé co dbi véi BCMS va
bao gém:

a) nhirng thay dbi vé pham vi cia BCMS;

b) cai tién hiéu lyc cla BCMS;

c) cap nhat danh gia rdi ro, phan tich tac dang
kinh doanh, k& hoach kinh doanh lién tuc va
céc thd tuc lién quan;

d) stra ddi, didu chinh cac thi tyc va kiém soat
d& (g pho véi cac sw kién ndi by va bén
ngoai ¢ thé anh hudng dén BCMS, bao gdm
nhing thay ddi d8i voi
1) céc yéu céu vé kinh doanh va tac nghiép,
2) c4c yéu cau v& an ninh va giam rdi ro,

3) diéu kién va cac qué trinh hoat déng,

4) yéu cau phép ly va ché dinh,

5) nghta vy hgp déng,

6) mdc rdi ro va/hodc tiéu chi chép nhan rdi
ro,

7) nhu céu v& ngudn lyc,

8) yéu cau vé cép kinh phi va ngan séch; va

g) cach thirc do lwdng hiéu lyc cla cac kigm
soat.

T& chire phai lvu gi» thdng tin dang van ban lam

bing chirng v& cac két qua xem xét clia lanh dao.

T4 chirc phai

- trao ddi théng tin v& két qua xem xét cla lanh
dao véi cac bén quan tam ca lién quan, va

- thuc hién hanh ddng thich hop lién quan dén
cac két qua nay.

TCVN ISO 22301:2018

emerging good practice and guidance.

The outputs of the management review shall
include decisions related to continual improvement
opportunities and the possible need for changes to
the BCMS, and include the following:

a) variations to the scope of the BCMS;

b) improvement of the effectiveness of the
BCMS;

c) update of the risk assessment, business
impact analysis, business continuity plans and
related procedures;

d) modification of procedures and controls to
respond to intemal or extemal events that may
impact on the BCMS, including changes to

1) business and operational requirements,
2) risk reduction and security requirements,
3) operational conditions and processes,

4) legal and regulatory requirements,

5) contractual obligations,

6) levels of risk andfor criteria for accepting
risks,

7) resource needs,
8) funding and budget requirements; and
e} how the effectiveness of controls are
measured.
The shall
information as evidence of the results of

organization retain  documented

management reviews. The organization shall

communicate the results of management
review to relevant interested parties, and

take appropriate action relating to those
results.
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10 Cai tién

10.1 Sw khong phil hgp va hanh dong khic
phuc

Khi xay ra sy khéng phi hop, td chivc phai:

a)

b)

d)

e)

56

nhan biét sy khdng phi hop

(rng phd véi sy khdng phli hop va khi ¢6 thé

1) thye hién hanh dong dé kiém soat va khdc
phuc sy khdng phi hop; va

2) xu ly cac hé qua.
danh gia nhu cdu d6i voi hanh dong nham loai
bd nguyén nhan dan dén sy khéng phu hgp

@& khong tai dién hodc xay ra & noi khac bang
viéc:

1) xem xét sw khéng phii hop;

2) xac dinh nguyén nhan cla sw khdng phu
hop; va

3) xdc dinh liéu sw khong phu hgp twong ty
¢6 tdn tai hodc co khd n3ng xay ra hay
khéng;

4) danh gia nhu ciu di véi hanh ddng khic
phuc 6& @am bao sy khéng pht hep khéng
tal dién hodc xay ra & nol khac;

5) x4c dinh va thyc hién hanh dong khéc
phyc cén thiét;

B) xem xét hiéu lwc clia moi hanh dong khéc
phuc dwere thiee hién;

7) thuc hién nhiing thay déi ddi véi BCMS
néu cin

thye hién moi hanh dong cén thiét;

xem xét hiéu luc clia moi hanh déng khéc
phuc dwoc thye hién

10 Improvement

10.1 Nonconformity and corrective action

When nencenformity occurs, the organization shall
a) identify the nonconformity,

b) react to the nonconformity, and, as
applicable,

1) take action to control and correct it, and

2) deal with the consequences.

c) evaluate the need for action to eliminate
the causes of the nonconformity, in order that it
does not recur or occur elsewhere, by

1) reviewing the nonconformity,

2) determining the causes of the
nonconformity, and

3) determining if similar nonconformities exist,
or could potentially occur,

4) evaluating the need for corrective action to
ensure that nonconformities do not recur or occur

elsewhere,

5) determining and implementing corrective
action needed,

6) reviewing the effectiveness of any
corrective action taken and

7) making changes to the BCMS, if

necessary.
d) implement any action needed,

e) review the effectiveness of any corrective
action taken,



f) thye hién nhimg thay déi d6i voi BCMS néu
cén

Hanh dong khdc phuc phai twong (ng voi tac

ddng cta sw khéng pht hop gdp phai.

T chirc phai luu gilk thdng tin dang van ban 13m
bing chirng v&:

- ban chét clia st khdng phi hgp va hanh dong
bAt ky dugc thie hign sau d6;

- két qua clia moi hanh ddng khic phuc.

10.2 Cai tién lién tuc

T4 chire phal cai tién lién tyc sy thich hop, théa
d4ang va hiéu Iyc clia BCMS,

CHU THICH: Té chirc 6 thé siv dyng cac qua trinh clia
BCMS nhu sy l&nh dao, hoach dinh va danh gia két
qua thyc hién 8 dat duoc cai tién.

TCVN ISO 22301:2018

f) make changes to the business continuity
management system, if necessary.

Corrective actions shall be appropriate to the
effects of the nonconformities encountered.

shall
information as evidence of

The organization retain documented

the nature of the nonconformities and any
subsequent actions taken, and

the results of any corrective action.
10.2 Continual improvement

The organization shall continually improve the
suitability, adequacy or effectiveness of the
BCMS.

NOTE The organization can use the processes of the
BCMS such as leadership, planning and performance
evaluation, to achieve improvement.
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